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ABSTRACT

This thesis aims to study legal measures to protect and prevent cybercrime in Lao PDR,
comparing with the 2001 Convention on Cybercrime in the EU, Computer misuse and
cybersecurity Act 2007 of Singapore and the Computer Crime Act B.E. 2550 of Thailand. The
comparative cases are employed in order to find out an approach for amendment of the law on the

protection and prevention of computer crime in Lao PDR.

The research findings show that the nature of offense of computer crime is different from
general characteristics of criminal offenses, because the act of crime such as distraction of
computer system, access and trapping computer data are usually invisible and intangible. The key
problem of consequently is the implementing Lao PDR laws relating to computer crime in order
to bring the offenders in court in Lao PDR. For this reason, the current computer crime law in Lao

PDR has not been able to achieve maximum efficiency in the prosecution of computer offenders.

Therefore the study proposes that Lao PDR shall issue legal measures to cope with
computer crime offenses by specifically defining the criminal court of computer crime, the nature

of the offense of misconduct and its penalties as well as empowering the related law enforcement
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officers to investigate the cases in an attempt to effectively impose the law against the

cybercrime.
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