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Thesis Title Legal Measures of Lao PDR for the Protection Related to

Computer Crime

Author Gemoula Sayavong

Degree Master of Law

Advisor Chukeat Niochim, Ph. D.
ABSTRACT

This thesis aims to study legal measures to protect and prevent cybercrime in Lao PDR,
comparing with the 2001 Convention on Cybercrime in the EU, Computer misuse and
cybersecurity Act 2007 of Singapore and the Computer Crime Act B.E. 2550 of Thailand. The
comparative cases are employed in order to find out an approach for amendment of the law on the

protection and prevention of computer crime in Lao PDR.

The research findings show that the nature of offense of computer crime is different from
general characteristics of criminal offenses, because the act of crime such as distraction of
computer system, access and trapping computer data are usually invisible and intangible. The key
problem of consequently is the implementing Lao PDR laws relating to computer crime in order
to bring the offenders in court in Lao PDR. For this reason, the current computer crime law in Lao

PDR has not been able to achieve maximum efficiency in the prosecution of computer offenders.

Therefore the study proposes that Lao PDR shall issue legal measures to cope with
computer crime offenses by specifically defining the criminal court of computer crime, the nature

of the offense of misconduct and its penalties as well as empowering the related law enforcement

(6)



officers to investigate the cases in an attempt to effectively impose the law against the

cybercrime.

Keywords: Legal Measures/Protection/Computer Crime/Lao PDR.
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! Lennon, L. Y.-c., Cybercrime in the greater China region: Regulatory responses and crime prevention
across the Taiwan strait, (United Kingdom: Edward Elgar publishing, 2012), 90.
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related crime, 43-44(1994), Retrieved February 23, 2014, from http://www.uncjin.org/Documents/EighthCongress.html.
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2000) Resolution 55/63.
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> «__invites Member States, when developing national laws, policy and practices, to combat the criminal
misuse of information technologies, to take into account, inter alia, the work and achievements of the Commission on
Crime Prevention and Criminal Justice.”, UN General Assembly (19 December 2001) Resolution 56/121.
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* Ibid.
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“ International Telecommunication Union, Draft of the future ITRs, (2012), Retrieved September 5, 2014,
from http://www.itu.int/en/wcit-12/Documents/draft-future-itrs-public.pdf, Article SA and 5B
o Ibid, Article SA Security and robustness of networks.

Article 41B Member States shall individually and collectively endeavour to ensure the security and
robustness of international telecommunication networks in order to achieve effective use thereof and avoidance of
technical harm thereto, as well as the harmonious development of international telecommunication services offered to
the public.

 Article 5B Unsolicited bulk electronic communications

Article 41C Member States should endeavour to take necessary measures to prevent the propagation
of unsolicited bulk electronic communications and minimize its impact on international telecommunication serv ices.

Member States are encouraged to cooperate in that sense.

International Telecommunication Union, Final ACTS of the world conference on international
telecommunications, (Dubai: ITU, 2012), Retrieved April 19, 2014, from http://www.itu.int/en/wcit-12/Documents/final

-acts-wcit-12.pdf
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* Convention on Cybercrime 2001, Article 2 Illegal access “...when committed intentionally, the
access to the whole or any part of a computer system without right. A party may require that the offence be committed
by infringing security measures, with the intent of obtaining computer data or other dishonest intent, or in relation to a
computer system that is connected to another computer system.”

6 Ibid, Article 3 Illegal interception “...when committed intentionally, the interception without right,
mad by technical means, of non-public transmission of computer data to, from or within a computer system, including
electromagnetic emissions a computer system carrying such computer data. A Party may require that the offence be
committed with dishonest intent, or in relation to a computer system that is connected to another computer system. ”

o Ibid, Article 4 Data interference “...when committed intentionally, the damaging, deletion,

deterioration, alteration or suppression of computer data without right. A Party may reserve the right to require that the

conduct described in paragraph 1 result in serious harm.”
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% Convention on Cybercrime 2001, Article 5 System interference “...when committed intentionally,
the serious hindering without right of the functioning of a computer system by inputting, transmitting, damaging,
deleting, deteriorating, altering or suppressing computer data.”

* Ibid, Article 6 Misuse of devices “...when committed intentionally and without right: The
production, sale, procurement for use, import, distribution or otherwise making available of (A device, including a
computer program, designed or adapted primarily for the purpose of committing any of the offences established in
accordance with Article 2-5. A computer password, access code, or similar data by which the whole or any part of a
computer system is capable of being accessed with intent that it be used for the purpose of committing any of the
offences established in Article 2-5; and The possession of an item referred to in paragraphs (a)(1) or (2) above, with
intent that it be used for the purpose of committing any of the offences established in Article 2-5. A Party may require

by law that a number of such items be possessed before criminal liability attaches.”
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ﬁmwywuLmzm‘%mwmuﬁugm .. 1950 (The 1950 Council of Europe Convention for the

Protection of Human Rights and Fundamental Freedoms) HAZNANITEHINUTLMANAIBENT
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" Convention on Cybercrime 2001, Article 7 Computer-related forgery “...when committed
intentionally and without right, the input, alteration, deletion, or suppression of computer data, resulting in inauthentic
data with the intent that it be considered or acted upon for legal purposes as if it were authentic, regardless whether or
not the data is directly readable and intelligible. A Party may require an intent to defraud, or similar dishonest intent,
before criminal liability attaches.”

" Ibid, Article 8 Computer-related fraud “...when committed intentionally and without right, the
causing of a loss of property to another by: Any input, alteration, deletion or suppression of computer data and Any
interference with the functioning of a computer system. With fraudulent or dishonest intent of procuring, without right,
an economic benefit for oneself or for another.”

” Ibid, Article 9 Offences related to child pornography “...when committed intentionally and without
right, the following conduct: Producing child pornography for the purpose of its distribution though a computer system;
Offering or making available child pornography though a computer system; Distributing or transmitting child pornography
though a computer system; Procuring child pornography though a computer system for oneself or for another and

Possessing child pornography in a computer system or on a computer-data storage medium.”



41

WaipaazaNsNIaNITIuo a.f. 1966 (The 1966 United Nation International Covenant on
Civil and Political Rights) 32UDNOUAYYITLAVUIUITIADU 9 NIAWANTUYHEBU B4

o 2R A A a < Yy s = @ =
5‘]J5E)\'1€Nﬁ°ﬂﬁiuﬂWi!LﬁﬂﬂﬂﬁWNﬂﬂ!ﬁuqﬂ@EJNLﬁﬁLGD'uLﬂfJ'Jﬂ‘UL’dﬁﬂ1W1uﬂ1§LlﬁﬂQ®@ﬂﬂluﬂ1i

o w

9 o 1 A ) F) A a < a9 a a1 9y
Aun Suae vieuduedeyansonnuaainle q Taglulidedida nazd@ninarems
I U = Y o v =K Y 9y J v Ay Y Y
msnanuiudiud dnnsdiaszmindanisquasesdoyadiuyana aen laszy 13l
pydynan g 1sl a.d. 1981w IguasostoyadIuyanalumaideyadiuyana
114 Taesn Tuia (The 1981 Council of Europe Convention for the Protection of Individual with

regard to Automatic Processing of Personal Data)
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” Convention on Cybercrime 2001, Article 15 Conditions and safeguards

1. Each Party shall ensure that the establishment, implementation and application of the powers
and procedures provided for in this Section are subject to condition and safeguards provided for under its domestic law,
which shall provide for the adequate protection of human rights and liberties, including rights arising pursuant to
obligations it has undertaken under the 1950 Council of Europe Convention for the Protection of Human Rights and
Fundamental Freedoms, the 1966 United Nations International Covenant on City and Political rights, and other
applicable international human rights instruments, and which shall incorporate the principle of proportionality.

2. Such conditions and safeguards shall, as appropriate in view of the nature of the power or
procedure concerned, inter alia, include judicial or other independent supervision, grounds justifying application, and
limitation on the scope and the duration of such power or procedure.

To the extent that it is consistent with the public interest, in particular the sound administration of
justice, a Party shall consider the impact of the powers and procedures in this Section upon the rights, responsibilities

and legitimate interests of third parties.
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7 Ibid, Article 16 Expedited preservation of stored computer data

1. Each Party shall adopt such legislative and other measures as may be necessary to enable its
competent authorities to order or similarly obtain the expeditious preservation of specified computer data, including
traffic data, that has been stored by means of a computer system, in particular where there are grounds to believe that the
computer data is particularly vulnerable to loss or modification.

2. Where a Party gives effect to paragraph 1 above by means of an order to a person to preserve
specified stored computer data in the person’s possession or control, the party shall adopt such legislative and other
measures as may be necessary to oblige that person to preserve and maintain the integrity of that computer data for a
period of time as long as necessary, up to a maximum of 90 days, to enable the computer authorities to seek its
disclosure. A Party may provide for such an order to be subsequently renewed.

Each Party shall adopt such legislative or other measures as may be necessary to oblige the custodian
or other person who is to preserve the computer data to keep confidential the undertaking of such procedures for the

period of time provided for by its domestic law.
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 Convention on Cybercrime 2001, Article 19 Search and seizure of stored computer data “...empower
its computer authorities to search or similarly access:

a. A computer system or part of it and computer data stored therein; and

Computer-data storage medium in which computer data may be stored in its territory.,

... ensure that where its authorities search or similarly access a specific computer system or part of
it, pursuant to paragraph 1 (a), and have grounds to believe that the data sought is stored in another computer system or
part of it in its territory, and such data is lawfully accessible from or available to the initial system, such authorities s hall
be able to expeditiously extend the search or similar accessing to the other system.

... empower its computer authorities to seize or similarly secure computer data accessed according
to paragraph 1 or 2. These measures shall include the power to:

a. Seize or similarly secure a computer system or part of it or a computer-data storage medium;
b. Make and retain a copy of those computer data;
c. Maintain the integrity of the relevant stored computer data; and

Render inaccessible or remove those computer data in the accessed computer system.

... empower its computer authorities to order any person who has knowledge about the functioning
of the computer system or measures applied to protect the computer data therein to provide, as is reasonable, the

necessary information, to enable the undertaking of the measures referred to in paragraphs 1 and 2
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7 Convention on Cybercrime 2001, Article 20 Real-time collection of traffic data
1. Each Party shall adopt such legislative and other measures as may be necessary to empower its
computer authorities to:
a. Collect or recode through application of technical means on the territory of that Party, and
b. Compel a service provider, within its existing technical capability, to
i. Collect or record through application of technical means on the territory of that Party, or on
the territory of that Party, or
ii. Co-operate and assist the competent authorities in the collection or recording of, traffic data
and assist the competent authorities in the collection or recording of, traffic data, in real -time, associated with specified
communication in its territory transmitted by means, in real-time, associated with specified communication in its
territory transmitted by means of a computer system.

2. Where a Party, due to the established principles of its domestic legal system, cannot adopt the
measures referred to in paragraph 1(a), it may instead adopt legislative and other measures as may be necessary to
ensure the real-time collection or recording of traffic data associated with specified communication in its territory
through application of technical means on that territory.

3. Each Party shall adopt such legislative and other measures as may be necessary to oblige a service
provider to keep confidential the fact of and any information about the execution of any power provided for in this

article.
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¥ Unauthorised Access to Computer Material 3, “(1) Subject to subsection (2), any person who
knowingly causes a computer to perform any function for the purpose of securing access without authority to any
program or data held in any computer shall be guilty of an offence and shall be liable on conviction to a fine not
exceeding $5,000 or to imprisonment for a term not exceeding 2 years or to both and, in the case of a second or
subsequent conviction, to a fine not exceeding $10,000 or to imprisonment for a term not exceeding 3 years or to both.
(2) If any damage is caused as a result of an offence under this section, a person convicted of the
offence shall be liable to a fine not exceeding $50,000 or to imprisonment for a term not exceeding 7 years or to both.
(3) For the purposes of this section, it is immaterial that the act in question is not directed at.,
(a) any particular program or data;
(b) a program or data of any kind; or

(c) a program or data held in any particular computer.”
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8 Access with intent to commit or facilitate commission of offence 4, (1) Any person who causes a
computer to perform any function for the purpose of securing access to any program or data held in any computer with
intent to commit an offence to which this section applies shall be guilty of an offence.

(2) This section shall apply to an offence involving property, fraud, dishonesty or which causes
bodily harm and which is punishable on conviction with imprisonment for a term of not less than 2 years.
(3) Any person guilty of an offence under this section shall be liable on conviction to a fine not
exceeding $50,000 or to imprisonment for a term not exceeding 10 years or to both.
(4) For the purposes of this section, it is immaterial whether.,
(a) the access referred to in subsection (1) is authorised or unauthorised;
(b) the offence to which this section applies is committed at the same time when the access is
secured or at any other time.”

* Unauthorised modification of computer material 5, (1) Subject to subsection (2), any person who
does any act which he knows will cause an unauthorised modification of the contents of any computer shall be guilty of
an offence and shall be liable on conviction to a fine not exceeding $10,000 or to imprisonment for a term not exceeding
3 years or to both and, in the case of a second or subsequent conviction, to a fine not exceeding $20,000 or to
imprisonment for a term not exceeding 5 years or to both.

(2) If any damage is caused as a result of an offence under this section, a person convicted of the
offence shall be liable to a fine not exceeding $50,000 or to imprisonment for a term not exceeding 7 years or to both.
(3) For the purposes of this section, it is immaterial that the act in question is not directed at.,
(a) any particular program or data;
(b) a program or data of any kind; or
(c) a program or data held in any particular computer.
(4) For the purposes of this section, it is immaterial whether an unauthorised modification is, or is

intended to be, permanent or merely temporary.”
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* Unauthorised use or interception of computer service 6. “(1) Subject to subsection (2), any person
who knowingly.
(a) secures access without authority to any computer for the purpose of obtaining, directly or
indirectly, any computer service;
(b) intercepts or causes to be intercepted without authority, directly or indirectly, any function of
a computer by means of an electro-magnetic, acoustic, mechanical or other device; or
(c) uses or causes to be used, directly or indirectly, the computer or any other device for the
purpose of committing an offence under paragraph (a) or (b),
shall be guilty of an offence and shall be liable on conviction to a fine not exceeding $10,000 or
to imprisonment for a term not exceeding 3 years or to both and, in the case of a second or subsequent conviction, to a
fine not exceeding $20,000 or to imprisonment for a term not exceeding 5 years or to both.
(2) If any damage is caused as a result of an offence under this section, a person convicted of the
offence shall be liable to a fine not exceeding $50,000 or to imprisonment for a term not exceeding 7 years or to both.
(3) For the purposes of this section, it is immaterial that the unauthorised access or interception is
not directed at.,
(a) any particular program or data;
(b) a program or data of any kind; or

(c) a program or data held in any particular computer.”
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* Unauthorised obstruction of use of computer 7, “(1) Any person who, knowingly and without
authority or lawful excuse.,
(a) interferes with, or interrupts or obstructs the lawful use of, a computer; or
(b) impedes or prevents access to, or impairs the usefulness or effectiveness of, any program or
data stored in a computer,
shall be guilty of an offence and shall be liable on conviction to a fine not exceeding $10,000 or to
imprisonment for a term not exceeding 3 years or to both and, in the case of a second or subsequent conviction, to a fine
not exceeding $20,000 or to imprisonment for a term not exceeding 5 years or to both.
(2) If any damage is caused as a result of an offence under this section, a person convicted of the
offence shall be liable to a fine not exceeding $50,000 or to imprisonment for a term not exceeding 7 years or to both.”
¥ Unauthorised disclosure of access code. 8, “(1) Any person who, knowingly and without authority,
discloses any password, access code or any other means of gaining access to any program or data held in any computer
shall be guilty of an offence if he did so.,
(a) for any wrongful gain;
(b) for any unlawful purpose; or
(¢) knowing that it is likely to cause wrongful loss to any person.
(2) Any person guilty of an offence under subsection (1) shall be liable on conviction to a fine not
exceeding $10,000 or to imprisonment for a term not exceeding 3 years or to both and, in the case of a second or

subsequent conviction, to a fine not exceeding $20,000 or to imprisonment for a term not exceeding 5 years or to both.”
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% Abetments and attempts punishable as offences. 10. “(1) Any person who abets the commission of or
who attempts to commit or does any act preparatory to or in furtherance of the commission of any offence under this Act
shall be guilty of that offence and shall be liable on conviction to the punishment provided for the offence.

(2) For an offence to be committed under this section, it is immaterial where the act in question took
place.”

¥ Saving for investigations by police and law enforcement officers. 14, “Nothing in this Act shall
prohibit a police officer, an authorised person within the meaning of section 39 of the Criminal Procedure Code 2010 or
any other duly authorised law enforcement officer from lawfully conducting investigations pursuant to the powers

conferred on him under any written law.”
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5 Criminal Procedure Code, Chapter 68, Power to access computer 39, “(1) A police officer or an
authorised person, investigating an arrestable offence, may at any time.,
(a) access, inspect and check the operation of a computer that he has reasonable cause to suspect
is or has been used in connection with the arrestable offence; or
(b) use or cause to be used any such computer to search any data contained in or available to
such computer.
(2) The police officer or authorised person may also require any assistance he needs to gain such
access from.,
(a) any person whom he reasonably suspects of using the computer in connection with the
arrestable offence or of having used it in this way; or
(b) any person having charge of, or otherwise concerned with the operation of, such computer.
(3) Any person who obstructs the lawful exercise by a police officer or an authorised person of the
powers under subsection (1), or who fails to comply with any requirement of the police officer or authorised person
under subsection (2), shall be guilty of an offence and shall be liable on conviction to a fine not exceeding $5,000 or to
imprisonment for a term not exceeding 6 months or to both.
(4) An offence under subsection (3) shall be an arrestable offence.
(5) A person who had acted in good faith under subsection (1) or in compliance with a requirement
under subsection (2) shall not be liable in any criminal or civil proceedings for any loss or damage resulting from the act.
(6) In this section and section 40, “authorised person” means a person authorised in writing by the

Commissioner of Police for the purposes of this section or section 40 or both.”
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¥ Computer Misuse and Cybersecurity Act 2007, nauthorised Access to Computer Material 3. “(1)
Subject to subsection (2), any person who knowingly causes a computer to perform any function for the purpose of

securing access without authority to any program or data held in any computer...”.
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Computer Misuse and Cybersecurity Act 2007, Unauthorised obstruction of use of computer 7. “(1)

Any person who, knowingly and without authority or lawful excuse.,
(a) interferes with, or interrupts or obstructs the lawful use of, a computer; or
(b) impedes or prevents access to, or impairs the usefulness or effectiveness of, any program or data

stored in a computer...”.
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1 Computer Misuse and Cybersecurity Act 2007, Enhanced punishment for offences involving
protected computers 9, “(1) Where access to any protected computer is obtained in the course of the commission of an
offence under section 3, 5, 6, or 7, the person convicted of such an offence shall, in lieu of the punishment prescribed in
those sections, be liable to a fine not exceeding $100,000 or to imprisonment for a tern not exceeding 20 years or to
both. ...”.

1 Ibid, Unauthorised Access to Computer Material 3. “(1) Subject to subsection (2), any person who
knowingly causes a computer to perform any function for the purpose of securing access without authority to any
program or data held in any computer shall be guilty of an offence and shall be liable on conviction to a fine not

exceeding $5,000 or to imprisonment for a term not exceeding 2 years or to both ...”.
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