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Thesis Title Legal Measure Relating to Electronic Card of Thailand and Other

Countries : Comparative Studies Approach

Author Thinnamedh Wongyai

Degree Master of Law (Criminal Law and Justice Administration)

Supervisory Committee Lecturer Kullaphol Phollawan
Assoc. Prof. Decha Siricharoen

Lecturer Tharit Pengdit

ABTRACT

This Dissertation is studying on legal measure relating to electronic card in Thailand and
other country such as Germany and France which utilize Civil Law System together with some
Common Law country such as England and USA. The study is based on comparative approach
with an objective to enhance the legal measure relating to electronic card for the purpose of law
enforcement in Thailand. As a result, the legal measure relating to electronic card of Thailand
appears in many pieces of legislation including Amendment of Penal Code Act (No. 17) B.E.

2547, Computer Crime Act B.E. 2550 and any other elated acts.

One of the legal measures of other country which is suitable for an application to
Thailand and should be added to Thai legal system, is legal measure of Germany on computer
fraud under its Criminal Code and legal measure of England on fraud by abuse of position under

Fraud Act 2006.

Furthermore, Thailand should amend the following laws relating electronic card in order

to enhance its legal measure relating electronic card:
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1. Amend Section 7(2) of Penal Code

2. Add criminal offence on electronic card in Prevention of Money Laundering Act B.E.
2542

3. Classify a criminal offence in relation to the electronic card under the special case of
Department of Special Investigation

4. Cooperation of International Crime

5. Social and Human Behavior

6. Technology

7. Governmental Policy

Keyword: Electronic Card / Legal Preventive Measure
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YoIAHWUT AT IsTMTgeesuil Idun 1) anudagiuud lvldsuuilasdoya (StGB, Section
a Y a 4
303a Alteration of Data), 2) AUAATIUITNTTY w%‘amam%gamummm (StGB, Section
a a 4
202a Data Espionage), 3) ﬂiﬂllWﬂ?u%@TﬂQ%NﬂBNW’JMGS (StGB, Section 263a Computer
Fraud) uag 4) ANuAagIUNTlHnTesing lasisou tielHaiesinsiiaulaei laiinig
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FrszRuldgndes Fudazmasmsiseazidoansae 11l
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(‘Tat’ or ‘Handlung’)can only be punished, if its punishability (‘Strafbarkeit’) is fixed by statue (‘gesetzlich
bestimmt’) before the act is committed) #30%an lufinnwda lifi Tny Taelifinguane (nullum crimen
nulla poena sine lege’) G?Q‘I/Tﬁﬂﬂﬁ‘ifﬁﬁﬂﬁﬂ@ﬂﬂhﬁﬁ 1 maqﬂﬁzmaﬂgmmmﬂp (Section 1 No
Punishment Without a Law ) Iﬂmgﬁmam‘é fJﬂLﬁll!ﬁllﬁ Howard Fisher, German legal system 3" ed, (Great
Britain : Cavendish Publishing, 2002), p. 167.

* Criminal Code (Strafgesetzbuch, StGB) Section 303 Damaging Property

(1) Whoever unlawfully damages or destroys the property of another shall be punished with
imprisonment for not more than two years or a fine.
(2) An attempt shall be punishable.
"Criminal Code (Strafgesetzbuch, StGB) Section 303a Alteration of Data
(1) Whoever unlawfully deletes, suppresses, renders unusable or alters data (Section 202a
subsection (2)), shall be punished with imprisonment for not more than two years or a fine.

(2) An attempt shall be punishable.
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" Criminal Code (Strafgesetzbuch, StGB) Section 202a Data Espionage
(1) Whoever, without authorization, obtains data for himself or another, which was not intended
for him and was specially protected against unauthorized access, shall be punished with imprisonment for not
more than three years or a fine.
(2) Within the meaning of subsection (1), data shall only be those which stored or transmitted
electronically or magnetically or otherwise in a not immediately perceivable manner.
” Criminal Code (Strafgesetzbuch, StGB) Section 263a Computer Fraud
(1) Whoever, with the intent of obtaining for himself or a third person an unlawful material
benefit, damages the assets of another by influencing the result of a data processing operation through incorrect
configuration of a program, use of incorrect or incomplete data, unauthorized use of data or other unauthorized
influence on the order of events, shall be punished with imprisonment for not more than five years or a fine.

(2) Section 263 subsections (2) to (7), shall apply accordingly.
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" inemaiemiinneieagni 4642551
™ Criminal Code (Strafgesetzbuch, StGB) Section 265a Obtaining Benefits by Devious Means
(1) Whoever obtains the benefits of an automat or a telecommunications network serving public
purposes, conveyance by a means of transportation or entrance to an event or institution by devious means, with
the intent of not paying the price, shall be punished with imprisonment for not more than one year or a fine if
the act is not punishable under other provisions with a more severe punishment.
(2) An attempt shall be punishable.

(3) Sections 247 and 248a shall apply accordingly.
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3.3 nguilszmanl¥szuungrangmumnnNeIvaeaIa (Common Law System)”

3.3.1 Jszmadangy
3.3.1.1 Fraud Act 2006
A < % [ [ o dyd
Fraud Act 2006 dotilunguuieaiulviaigavesdingy ngrunenliuiims
fmuagiuanuAalutmeInunsie Ing Tagesnuiunuiinguuientiv@ufe Theft Act
1968 1Az 1978 TagenianANUAANINLIAT] 15, 15A, 16 1A% 20(2) ¥DY Theft Act 1968 1Ay
1 A
AT 1 1Az 2 ¥ed Theft Act 19787  denguuneminidosntiuiuntyoa fruagiu
a A ) o A
ANUAANEINUNTHABNA fne iiRe
1. M3 ladsunsw daunlasnsraonad (Obtaining Property by Deception)83
2. M3 185uusM3IAen131iaenale (Obtaining Services by Deception)”
9 A & v a .. .
3. M3 ldnadse Teminduaainlasn1sviasnaia (Obtaining a Pecuniary

Advantage by Deception)85

" vanlumsItanenNuHAvUEITEUUNYHIBAMAINNINGT (The Common Law System)
Y320UA18 actus reus (criminal act) 13084AUIZADUAGUDN LAZ mens rea (guilty mind) 13 089AY5NOY
ety mnnasdalaedmiid udaiee liidluauiia T1/5A9 Williams, Textbook of Criminal Law,
1978, p. 30. ag Hall, J. Criminal Law, . ed, 1960, p. 189 11a¢ Smith, The Guilty Mind in the Criminal
Law, 76 L.Q. Rev. 78, 1975. 8144 1u n3ifesa Hugniivg, mesunengrangeran mﬂﬁ":u"lﬂ, (NFINN :
Ayyru, 2550), Hi1 73-74.

* Maureen Johnson and Kevin M Rogers, The Fraud Act 2006: The E-Crime Prosecutor’s
champion or the creator of a new inchoate offence? 2007 Annual Conference Hertfordshire 16-17 April, p. 1.

* Theft Act 1968, Section 15 (1) A person who by any deception dishonestly obtains property
belonging to another, with the intention of permanent depriving the other of it, shall on conviction be liable to
imprisonment for a term not exceeding ten years.

* Theft Act 1978, Section 1 (1) A person who by any deception dishonestly obtains services from
another shall be guilty of an offence.

* Theft Act 1968, Section 16 (1) A person who by any deception dishonestly obtains for himself or
another any pecuniary advantage shall on conviction on indictment be liable to imprisonment for a term not

exceeding five years.
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. 86 o & a_ A v A = 9 1
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vaenaduie 19 laauan lud1mIndunA9915¢ (Securing the Remission of an Existing Liability
87 A o Y 9 dy o ) dy . . .
to Pay) Hn3eM I lamriveeivuass ez g5 il (Inducing a Creditor to Wait for or
Forgo Payment)” #39n15%11%naanua1nnisz 1un15$13213U (Obtaining an Exemption from
or Abatement of a Liability to Pay)gg
5. M3 1851 TouiduinIaemsnasnadd (Obtaining a Money Transfer by Deception)
o ) v @ = [ o dAA .
6. msmlninmsieduafvesrannindniia1lagn1sviasnaie (Procuring
the Execution of a Valuable Security by Deception)91
3 ' a o a qu 1 1 o
wein1d91 gruanuraddumunguineatuauiy diulvgzadienu
nannefniziAnszdeensziilaehigaia (main) Tasmsvasnads e li G edanileda
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E4
v A

Deception) A3 Theft Act 1968 1tag 1978 HUNAYI

1. ﬁﬂﬁzﬁwﬁmzﬁmwaaﬂmqé’ﬁlﬂ (Defendant Must Deceive Someone);
o A & A 1 o JIa a 3
2. dnszirnvzdosIdundedela wu nSnddu viouims Wludu(Defendant

Must Obtain Relevant Things, Property, Services);
Y o A I ¥ .
3. MTUADNANUD Qﬂi$ﬂ1wmﬂum@1wulﬂm (Defendant’s Deception Must
Cause the Obtaining); LA

4. gnsziravzdensziinlaeligasa (M93a)(Defendant Must Act Dishonestly)”

* Theft Act 1978, Section 2 (1) Subject to subsection (2) bellows, where a person by any deception

¥ Theft Act 1978, Section 2 (1) (a) dishonestly secures the remission of the whole or part of any
existing liability to make a payment, whether his own liability or another’s ; or

* Theft Act 1978, Section 2 (1) (b) with intent to make permanent default in whole or in part on any
existing to make a payment, or with intent another to do so, dishonestly induces the creditor or any person
claiming payment on behalf of the creditor to wait for payment (whether or not the due date for payment is
deferred ) or to forgo payment; or

* Theft Act 1978, Section 2 (1) (c) dishonestly obtains any exemption from or abatement of liability
to make a payment; he shall be guilty of an offence.

* Theft Act 1968, Section 15 A, inserted by Theft (Amendment) Act 1996

*" Theft Act 1968, Section 20 (2)
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” Russell Heaton. Criminal Law. Second edition. (New York : Oxford University Press, 2006),
p- 326.
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** Russell Heaton. Criminal Law. p- 331.

* Fraud Act 2006, Section 1 Fraud

(1) A person is guilty of fraud if he is in breach of any of the sections listed in subsection (2)

(which provide for different ways of committing the offence).

* Fraud Act 2006, Section 1 Fraud

(2) The sections are—

(a) section 2 (fraud by false representation),

(b) section 3 (fraud by failing to disclose information), and

(¢) section 4 (fraud by abuse of position).
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" Fraud Act 2006, Section 2 Fraud by false representation
(1) A person is in breach of this section if he—
(a) dishonestly makes a false representation, and
(b) intends, by making the representation—
(i) to make a gain for himself or another, or
(ii) to cause loss to another or to expose another to a risk of loss.
** Fraud Act 2006, Section 2
(3) “Representation” means any representation as to fact or law, including a representation as to the
state of mind of—
(a) the person making the representation, or
(b) any other person.

* Russell Heaton. Criminal Law. p. 352.
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" Fraud Act 2006, Section 3 Fraud by failing to disclose information
A person is in breach of this section if he—
(a) dishonestly fails to disclose to another person information which he is
under a legal duty to disclose, and
(b) intends, by failing to disclose the information—
(i) to make a gain for himself or another, or

(ii) to cause loss to another or to expose another to a risk of loss.
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sy, Berwin, The Fraud Act 2006 And End to Deception?, Resolution Volume 6, Issue 4, p. 2.
' Russell Heaton. Criminal Law. p- 340.
'® Fraud Act 2006, Section 4 Fraud by abuse of position
(1) A person is in breach of this section if he—
(a) occupies a position in which he is expected to safeguard, or not to act against, the financial
interests of another person,
(b) dishonestly abuses that position, and
(c) intends, by means of the abuse of that position—
(i) to make a gain for himself or another, or
(ii) to cause loss to another or to expose another to a risk of loss.
(2) A person may be regarded as having abused his position even though his conduct consisted of

an omission rather than an act.
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"% Fraud Act 2006, Section 4 11 Obtaining services dishonestly
(1) A person is guilty of an offence under this section if he obtains services for himself or another—
(a) by a dishonest act, and
(b) in breach of subsection (2).
(2) A person obtains services in breach of this subsection if—
(a) they are made available on the basis that payment has been, is being or will be made for or in
respect of them,
(b) he obtains them without any payment having been made for or in respect of them or without
payment having been made in full, and
(c) when he obtains them, he knows—
(i) that they are being made available on the basis described in paragraph (a), or

(ii) that they might be, but intends that payment will not be made, or will not be made in full.
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"' United State Code U.S.C. (Title 15) Section 1602(k)
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the purpose of obtaining money, property, labor, or services on credit.
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" Jennifer Lynch, PART I: LAW AND TECHNOLOGY: II. CYBERLAW: A. NOTES: Identity
Theft in Cyberspace: Crime Control Methods and Their Effectiveness in Combating Phishing Attacks, p. 3.

! United State Code U.S.C. (Title 18). Section 1029.

" Ibid, Section.1029.

Fraud and related activity in connection with access devices (e) As used in this section--

(1) the term “access device" means any, , or other means of account access that can be used,
alone or in conjunction with another access device, to obtain money, goods, services, or any other thing of
value, or that can be used to initiate a transfer of funds (other than a transfer originated solely by paper

instrument);
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3.3.2.3 Identity Theft and Assumption Deterrence Act 1998

UIATNITNNNNHNU18UD Identity Theft and Assumption Deterrence Act 1998 Yoh
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' United State Code U.S.C. (Title 18). Section 1029.
Fraud and related activity in connection with access devices (c) Penalties.-

(1) Generally.--The punishment for an offense under subsection (a) of this section is--
(A) in the case of an offense that does not occur after a conviction for another offense under
this section--
(i) if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of subsection (a), a fine
under this title or imprisonment for not more than 10 years, or both; and
(ii) if the offense is under paragraph (4), (5), (8), or (9) of subsection (a), a fine under
this title or imprisonment for not more than 15 years, or both;
(B) in the case of an offense that occurs after a conviction for another offense under this
section, a fine under this title or imprisonment for not more than 20 years, or both; and
(C) in either case, forfeiture to the United States of any personal property used or intended

to be used to commit the offense.
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0 Computer Misuse Act 1990, Article 1 Unauthorized access to computer material
(3) A person guilty of an offence under this section shall be liable on summary conviction to
imprisonment for a term not exceeding six months or to a fine not exceeding level 5 on the standard scale or to

both.
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! Computer Misuse Act 1990, Article 3 Unauthorized modification of computer material
(7) A person guilty of an offence under this section shall be liable—
(a) on summary conviction, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum or to both; and
(b) on conviction on indictment, to imprisonment for a term not exceeding five years or to a fine
or to both.
P orgery and Counterfeiting Act 1981
(1) A person guilty of an offence under this Part of this Act shall be liable on summary conviction
(a) to a fine not exceeding the statutory maximum : or
(b) to imprisonment for a term not exceeding six months; or
(c) to both.
P orgery and Counterfeiting Act 1981
6 (2) A person guilty of an offence to which this subsection applied shall be liable on conviction on
indictment to imprisonment for a term not exceeding ten years.
o Forgery and Counterfeiting Act 1981
6 (4) A person guilty of an offence under section 5(2) or (4) above shall be liable on conviction on

indictment to imprisonment for a term not exceeding two years.
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The Credit Card Fraud Act 1984 ﬁilulill: auReIng (Fraud) asuuilag (counterfeit)
‘Vi?@ﬂﬁl"ﬁﬁﬁﬂﬂ&l%ﬂﬁ%ﬂﬁ]um1ﬁ (unauthorized access device) Gﬁﬁqﬂﬂiﬂf‘ﬁi%iumﬂ%}iﬁ\‘]
(Access device) ¥0affay  wasmsmadn Invurieon lddade 1 minunisnszin
ANUAEAA (1), (2), (3), (6), (7), 130 (10) YBIBYWIAT (a) ﬁaﬂ%"mmﬁﬂymzﬁw%ﬁmﬂllﬂ
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15 Forgery and Counterfeiting Act 1981
6 (5) In this section “statutory maximum” in relation to a fine on summary conviction, means to
prescribes sum, within the meaning of section 32 of the Magistrates Court Act 1980 (£ 1,000 or another sum
fixed by order under section 143 of that Act to take account of changes in the value of money) ; and those
sections shall extend to Northern Ireland for the purposes of the application of this definition.
" Truth in Lending Act, Section 1611
" Truth in Lending Act, Section 1644 Fraudulent use of credit cards; penalties shall be fined not

more than $10,000 or imprisoned not more than ten years, or both
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Identity Theft and Assumption Deterrence Act 1998 (59401590 IN4UATMINTLIN
mmﬁﬂﬁzﬁwﬁ’mﬁ’ugaﬂﬁﬁﬂ?a%yadauuﬂﬂa (Title 18 U.S.C. Section 1028, Fraud and

Related Activity in Connection with Identification Document, authentication features, and

]
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"** The Credit Card Fraud Act 1984 (c) Penalties.—
(1) Generally.— The punishment for an offense under subsection (a) of this section is—
(A) in the case of an offense that does not occur after a conviction for another offense under this
section—
(1) if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of subsection (a), a fine under
this title or imprisonment for not more than 10 years, or both; and
(ii) if the offense is under paragraph (4), (5), (8), or (9) of subsection (a), a fine under this title or
imprisonment for not more than 15 years, or both;
(B) in the case of an offense that occurs after a conviction for another offense under this section, a
fine under this title or imprisonment for not more than 20 years, or both; and
(C) in either case, forfeiture to the United States of any personal property used or intended to be
used to commit the offense.
" 2. The punishment for an offense under subsection (a) of this section is —
1. except as provided in paragraph (3) and (4), a fine under this title or imprisonment for not more
than 15 years, or both, if the offense is
A. the production or transfer of an identification document or false identification document that is
or appears to be --
a. an identification document issued by or under the authority of the United States; or
b. a birth certificate, or a driver's license or personal identification card;
B. the production or transfer of more than five identification documents or false identification
documents;
C. an offense under paragraph (5) of such subsection; or
D. an offense under paragraph (7) of such subsection that involves the transfer or use of 1 or more
means of identification if, as a result of the offense, any individual committing the offense obtains anything of

value aggregating $1,000 or more during any 1-year period,;
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'% 4 fine under this title or imprisonment for not more than 20 years, or both, if the offense is

committed
A. to facilitate a drug trafficking crime (as defined in section 929(a)(2)) or this title;
B. in connection with a crime of violence (as defined in section 924(c)(3)); or
C. after a prior conviction under this section becomes final,
D. a fine under this title or imprisonment for not more than 25 years, or both, if the offense is

committed to facilitate an act of international terrorism (as defined in section 2331(1) of this title);
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18 US.C. § 1030. Fraud and related activity in connection with computers
(¢) The punishment for an offense under subsection (a) or (b) of this section is—

(1)

(A) a fine under this title or imprisonment for not more than ten years, or both, in the case of an
offense under subsection (a)(1) of this section which does not occur after a conviction for another offense under
this section, or an attempt to commit an offense punishable under this subparagraph; and

(B) a fine under this title or imprisonment for not more than twenty years, or both, in the case of an
offense under subsection (a)(1) of this section which occurs after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this subparagraph;

’18 U.S.C. § 1030. Fraud and related activity in connection with computers (2) (A) except as
provided in subparagraph (B), a fine under this title or imprisonment for not more than one year, or both, in the
case of an offense under subsection (a)(2), (a)(3), (a)(5)(A)(iii), or (a)(6) of this section which does not occur
after a conviction for another offense under this section, or an attempt to commit an offense punishable under

this subparagraph;
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