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Abstract

Cybercrime is a threat to national and regional security. There are many
types of cybercrime, and cyber threats are increasing rapidly with the
development of technology. Many countries have worked together to solve the
problem, especially the European Union, which has agreed to the Convention
on Cybercrime. However, cybercrime is still a problem that all countries are
currently facing. Therefore, the United Nations (UN) has proposed creating a
framework for international cooperation to solve this issue by appointing the UN
Ad Hoc Committee Negotiating a Treaty on Countering the Use of Information
and Communications Technologies for Criminal Purposes: AHC. However, the
human rights issue in the draft United Nations Convention against Cybercrime
still concerns the international community, especially regarding freedom of
speech or expression. There are problems with the draft convention, namely the
problem of definition, scope, exemption from child offenses, search and seizure
of stored data, and conditions and protections for international cooperation and
legal assistance. The Office of the High Commissioner for Human Rights (OHCHR)
and other NGOs recommend explicit references to relevant human rights treaties,
provisions protecting human rights principles, a clear and narrow scope of
criminal offenses under the Cybercrime Convention, an exception to child

offenses, and clear provisions to avoid abusive measures.

Keywords: Cybercrime; Human Rights; Freedom of Speech; Freedom of

Expression; Draft United Nations Convention against Cybercrime
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1. Uymenwgyinssuluiuas

Lwﬂiuiaﬁmiaumml,azmiﬁami (Information and Communications
Technologies: ICT) ¥nl#nsdndsdumesidnuazlodeaiifofintuegnasinga
Fedanasioszuuiasugia deau uagnaides wilimaluladasaumanaznis
doansezivselovdegnaumenal winansenuidsauiionaind uidanudda
i Tagevannssuloiues (Cybercrime) gnuasindudvanawiiddlgfianse
A uAIwRITIALAZI 1A ML YTIFeanuATYgAa wazALUaBAAD
as1sauy? 01ansaluuesiuTng Wy auls (Spam), MIR1EsEUU (Hacking),
h¥a (Virus), deanun, msvlueiay (dentity Theft), nsaluedoya, usuduuwns
(Ransomware), N3RANALUVUGLEEN15IAUINITUUUINI (DDOS), NTUNTNUY
9Lagsna (Business E-Mail Compromise), MsUasuuladdiua (Email Spoofing),
nsdelnenissuans, nislileleadidelunisdiiin (Social Media Abuse),

nsazilinanslunsnddumelaan’, nsaslnitnsiasin, MIrannanIenN1siu

' Michael Minges and Christoph Stork, Economic and Social Impact of ICT in
the Pacific [Online]l], 5 October 2024. Source:
https://www.theprif.org/documents/regional/information-communication-technology-
ict/economic-and-social-impact-ict-pacific-0

* Commonwealth Secretariat, Pacific to Establish Cybercrime Collaborative
Platform as Threat Escalates [Online], 5 October 2024. Source:
https://thecommonwealth.org/news/pacific-establish-cybercrime-collaborative-
platform-threat-escalates

’|TU, Capacity Building and ICT Policy, Regulatory and Legislative
Frameworks Support for Pacific Island Countries (ICB4PAC) [Online], 5 October 2024.
Source: https://www.itu.int/en/ITU-D/Projects/ITU-EC-
ACP/ICB4PAC/Pages/default.aspx
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(Cyber Fraud)®, nnsnduungwslawues (Cyberbullying), n1sAnAIUNIalYLUs
waznsNELNITIUaeN (Fake News) dsfomsluvosifutuognesmaimunis
Wawvewnalulad®
nmsimeluladuaruiniinisdearsduunsgiuainauagdienisidngs
vimsdumesidnanyniivialanyilfervgnssuloweslufinsuuaunisnenn
Feusumardaimunfiifugunengmneuagmanaialiifismeszdssdenis
gnlaudmsloiuesuinnin® msfiunsnistestudiiesmenazfiuszdnsam
Tudnwazidungmineaeluiadud siinnusanadesd TagynUseinanisns
ngmaneLA vatuevgnssunsleluesinseunqudsaunsaviduldif onnda

wraIauAYEINTUD YT

* Natadola Jyoti Pratibha, How Cyber Criminals Defraud Fijians [Online], 5
October 2024. Source: https://fijisun.com.fj/2018/12/08/how-cyber-criminals-defraud-
fijians/

® Commonwealth Secretariat, Report of the Commonwealth Working Group
of Experts on Cybercrime (Meeting of Common-wealth Law Ministers and Senior
Officials) [Online]l, 5 October 2024. Source:
https://www.combattingcybercrime.org/files/virtual-library/international-
cooperation/report-of-the-commonwealth-working-group-of-experts-on-cybercrime.pdf,
p. 16.

¢ Telecommunication Development Sector ITU, Understanding Cybercrime:
Phenomena, Challenges and Legal Response [Online], 5 October 2024. Source:
https://www.itu.int/ITU-D/cyb/cybersecurity/docs/Cybercrime%20legislation%20EV6. pdf,
p. 4-5.

" Chat Le Nguyen and Wilfred Golman, Diffusion of the Budapest Convention
on Cybercrime and the Development of Cybercrime Legislation in Pacific Island
Countries: ‘Law on the Books’ vs ‘Law in Action’, Computer Law & Security Review,

Volume 40 (April 2021), p. 2.
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Tuefin 15le¥ n.a. 2544 (A.f. 2001) %38 20 NITAUE Useinanng 9 1§
Sauduwn lvdgmeivyinssulaiwes lneladnisanasvineudyy1innie
91ansuleiued (Convention on Cybercrime) dsgnasuisensulasaniglsy
(Council of Europe) w%aﬁi”ﬂﬁ’uiu%amﬁfg@m”mLﬂaﬁ'jwé’aam%fmﬂiimlmmaéf
(Budapest Convention on Cybercrime) §a1dun1syafudanisiud amn
agInssunndumesifawazroufiamed Ingldnszuiunismengiietiesly
msdunu Aumudeuaiu wagduiuad funsnszvifiAsadesiussuy 13etie
uardoyaroufinmed MuiaissiiuresFosnisuamusslovinanaainiin
ooulatl eudyadsnanldimeunsluilan wagimthidunnsgruviengmsne
A29819 (Model Law) d15un15919nnune19g1nssulauesseauiflunatey
Useinenialan® LLﬁdﬂUizLwﬂl‘mﬂiﬁlﬁLﬂuﬂﬂﬁ%aaaqé’mﬁgﬂﬁ usindnn1TaIueg1le
gniunaglunisldnisfiaunazidiulunisuszneudunsysudyafinsie
nsnseAsRaieITURBNRImeS A, 2550 vaslng’

Hymerginssuleivesifiefiansanandnuazreinisnsgriaiuin
W& anunsautsesndu 2 dnwae fe 1) evanssulsueswdn wiefiieades
fulglues (Core or Cyber-dependent crimes) Juanufiedissuuaeufinmesilu

a o A & A A o = ay ° v v
G]i]V]QﬂﬂiSVl']‘Vﬁ@LUULF’]?@Q@J@I@EJW?\T E)UW?J']EJQQ@'VUQJJ']ﬂiiﬂmlmﬁqﬂqiﬂﬂqsﬁﬂgﬂﬂ

€

o)

a 1 . 1% [ ¥ aa
‘Vi’]ﬂllllliS‘U‘U ICT U N19E918I8UU (Hacklng), AMIRNENUTBHANAANHUUY

(Illegal Interception), NM5¥i1a1e A15aU N1viALENAN N NSIUAYULUAIUTD

v v

nssedudeuadidannselindg ¥59N15TMT119NTYINUVDITLUU Uag 2) D1WEINTTY

Y
[

Tgiuasiiinduannnisidlavesveeveuwneanly (Cyber-Enabled crimes) 1u

® Ibid.

?ilaw, Waderu-uenasdusznau “arnudagruindidoyaiia” am w.e.u.
mouiiames [paularl], 5 ganeu 2567. uneasiian: https://www.ilaw.or th/articles/4748

10 European Parliament, Understanding Cybercrime [Online], 5 October 2024.
Source: https://www.europarl.europa.eu/RegData/etudes/BRIE

/2024/760356/EPRS_BRI(2024)760356_EN.pdf, p. 2.
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onssuLUURaRNilFUsylevdanmalulad Wy msdds AnusnEs wes
nslddnnednuvesssuudumesiinuazunannosuddvaluif unanseny
owanssulewwesUssiani Wy nslasnssuvienisaelneilisadasiu ICT uaz
nstnwIunseasarliifanisatsasidanianain aasiiuldi gy
o1y nssulsivesdinadegluiagvunasnianuguusannd unsznnsly
weluladvildnisnszranuiinlnau 527 wazvereludinnuiavanswus
WU NON1TINY UILANAR uaﬂmﬂﬁjué]’qﬁﬂmmﬁLﬁmﬁ’umms"mﬁaﬁuiw’iw
Uszmalunstestusarsiuusimorsainssumaaives iy ofnis
anUszy11d (United Nations: UN) 3sladinanumenenulunissiseudygy1innaeg
nssedueYaInssuleiues (Convention against Cybercrime) Fuan

unauf i Tanussasdndnii oviarmd lad eaduif vadut g
91y InTsuleiues dudnangausTuiiosendnsUsemalunissseudyan
anUssrmAidaenisaesuevgnssuleued waviauelsedudernaludes
avduywer Inglamnziifsdesiuasamlunsyarionisuansesn Tnoutanis
dnauasionieendu 5 Wate toud 1. Jaymerwanssuluues, 2. anaunduun
Y837 19RUA YA TTVINATIRIENTHER Uy INTSulBUeS, 3. ann1TANS
sywevukazdymiiiadu Insawiedi A sadestuiadanlunisyande
AShEnIpan, 4. Gﬁ@ﬁ’ﬂ’aaiuﬂisLﬁuﬁw'ﬁwwwuﬁlﬁm%’@qﬁULa'%mwsLumiwuw%
n1swangean lusieudyyrandseyy1AdnnienisaeniuevyInssuluiues

wag 5. unagluazdelauouuy
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" Telecommunication Development Sector ITU, Understanding Cybercrime:

Phenomena, Challenges and Legal Response [Online], 5 October 2024. Source:
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https://www.itu.int/ITU-D/cyb/cybersecurity/docs/Cybercrime%20legislation%20EV6. pdf,
p. 4-5.

2 United Nations, A/RES/74/247, Countering the Use of Information and
Communications Technologies for Criminal Purposes [Online], 5 October 2024.

Source: https://documents.un.org/doc/undoc/gen/n19/440/28/pdf/n1944028.pdf
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Tunsususunsliimalulafasaumnaaznisdearsietnguszasinisein
320090715 1H AL UL NI UNAT ALA UTLNAN IS INAUININAIT 09UD
W UUUTINYMINBUAYATEUNTINUTER VIR Lazadnadnenmaeemigy
seavvflunsinnisiunsidmalulagdenailunngluuu saudenisdesiu
A1375795U nsAvaIL warnsinduni Tnawdugrunuinves UN Tngiany
AMENTTUITNITIIA8N15U B UDIYYINTTURALAIINYATITUNIDIY KAENIT
M19UU0IE 1T NIUIIA Y NANAALATDITYINTINLAIENUTZV19A (United
Nations Office on Drugs and Crime: UNODC) Iuﬂ’l'ﬁﬂﬁﬁﬁﬁﬁ’lﬁiﬁ'aiﬁﬂ’;’m
Pewaemanelalazas1efngnnauesyInssumeleuest
Tulagduseudyaandseyvifdirenisneiue1vgyinssuleiuas
Aendendiiiunisiansanands 3 9 ldsunisiiusiaienleg AHC wazay
vhidgnisfiansanvesiivssyuasivmnanyszuend (General Assembly)™ sigly
ogslsAnuUszidud eadnsuyverulusveydyandandndudusosifan

nmekazdallanuinaiuundEleuaslanaisiely

3. nannsansuywevuuazdominiiadu laglawismineadasiuaiamlung
WANIBNITUEASDDN
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Y &

IevdnnuddnyBeain e UN lhensedulseinuiedvsuyveyy Widuniisluany
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wWldlunisanliuguees UN Tunnanu waglalinmsiauinalniied wasuuas

AuATaIdNTuuveruilanlaneni1senseA UAMENITUIS NTANS UL we YU

P Ibid., p. 3.

' Reka Furtos, Press Release United Nations: Member States Finalize a New
Cybercrime Convention New York, 9 August 2024 [Online], 5 October 2024. Source:
https://www.unodc.org/unodc/frontpage/2024/August/united-nations_-member-states-

finalize-a-new-cybercrime-convention.html
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[
= I a

WU TEY1978 (Commission on Human Rights: CHR) JutluAuzuunIans
uywevU (United Nations Human Rights Council: HRC) Feflantugiinifisuriu
AlzAURTANTUAT LAz AMEILASLATYFA LA dInLYRIanYTE1TA L LAz
yhsnuiigualssiiudosdvduyvery wu ddnautmadungiiledvsuywey

WA 9anUs2¥1910 (The Office of the High Commissioner for Human

¥
YA v

Rights: OHCHR) uagdinaudmaslnggadeuisanysesvi (United Nations
High Commissioner for Refugees: UNHCR)
wannsavBuywevuiUssiufivainvaty Wy ansmarsegho dsauuas
Tausssn Avdwaidlesuazdninamaiies InedvduyveriluGesifauieites
fusieudygandszrimfinnienisdenuanginssuluues wazslulsznu
wﬁﬂﬁﬁ"ﬂaﬂiﬁmmﬁwﬁmﬁaﬁmﬁLﬁmﬁ’ma'%mwslumswum (Freedom of Speech)
winwainnlunisuanseen (Freedom of Expression) 84m31an15seninauszine
BesAvsuyvevuilifetesiuaanlunsyavieainmlunsuansesn Using
aglulfayarainadneied@nsuywevu (Universal Declaration of Human Rights:

[ 1

UDHR) ®u&eyty13

9

1M188N5LAN (Convention on the Rights of the Child: CRC)
WarnAn1sEnI U TEIAIIAednSnalloslasdnini19n1sdias (International
Covenant on Civil and Political Rights: ICCPR)

i mlunsnenasniswanseentasunseensuluavsuyvesuniglade

19'® 999 UDHR

a

¥ N95gNT39N56eUTENA, AMZAIUATANSIYYIYU WAsENUEYYIA ArsTuduans
uyweruvadlng uaznsTUIUN1s UPR aduussvivu [ooulail], 5 ganau 2567, wiasdiun:
https://humanrights.mfa.go.th/upload/pdf/hrcth.pdf, 111 10.

' Universal Declaration of Human Rights “Article 19

Everyone has the right to freedom of opinion and expression; this right includes
freedom to hold opinions without interference and to seek, receive and impart

information and ideas through any media and regardless of frontiers.”
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(M) nMswmsnludnivsotoidsavesynnadu

T asgnsanise1eUsena, Yaarainadanednsuywesu (Universal
Declaration of Human Rights) [eaulat], 5 natAu 2567. WAE 97 U
https://humanrights.mfa.¢o.th/upload/pdf/udhr-th-en.pdf

'® International Covenant on Civil and Political Rights “Article 19

1. Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include
freedom to seek, receive and impart information and ideas of all kinds, regardless of
frontiers, either orally, in writing or in print, in the form of art, or through any other media
of his choice.

3. The exercise of the rights provided for in paragraph 2 of this article carries
with it special duties and responsibilities. It may therefore be subject to certain
restrictions, but these shall only be such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others;
(b) For the protection of national security or of public order (ordre

public), or of public health or morals.”
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(n) WeNsIATNHRANS LAY TRIFLIYBIYARADY YD
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¥ n5en519n15e19UsEnd, nin1sendnadsemadnalednswaiisswazdnsniannsg
131849 (International Covenant on Civil and Political Rights: ICCPR) [aaﬂaﬂ], 5 ganay
2567. WaTiu: https://humanrights.mfa.g¢o.th/th/humanrights/obligation/international-
human-rights-mechanism/ICCPR.php

% United Nations, Convention on the Rights of the Child [Online], 5 October
2024. Source: https://www.ohchr.org/en/instruments-
mechanisms/instruments/convention-rights-child, “Article 13

1. The child shall have the right to freedom of expression; this right shall
include freedom to seek, receive and impart information and ideas of all kinds,
regardless of frontiers, either orally, in writing or in print, in the form of art, or through
any other media of the child's choice.

2. The exercise of this right may be subject to certain restrictions, but these
shall only be such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others; or
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(b) For the protection of national security or of public order (ordre
public), or of public health or morals.”

2 anuyeanie wazanrunsgalulseimalng, s1geududnsuyvevudseinl
W.A. 2565 Uszmdlne [oaulail, 5 naieu 2567. WA https://th.usembassy.gov/th/our-
relationship-th/official-reports-th/2022-human-rights-reports-thailand-th/

2 Zayun weddalaydng, Jymmsngraneifgafunisirdeyatadeudngszuy
AeuRiaAes : Anwinsdinsiueunsdayanianisidies [eeulatl, 5 nanau 2567, uvasdian:
http://law.master.kbu.ac.th/StudentTheses/2562/05.pdf, i1 2.

 yosuad, winwlunisuansaan [eaulay], 5 natay 2567, unasiiun:

https://www.amnesty.or.th/our-work/freedom-expression/
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" United Nations, A/RES/74/247, Countering the Use of Information and
Communications Technologies for Criminal Purposes [Online], 5 October 2024.
Source: https://documents.un.org/doc/undoc/een/n19/440/28/pdf/n1944028.pdf, p. 3.

® Joint Statement, Joint Statement on the Proposed Cybercrime Treaty
Ahead of the Concluding Session January 23, 2024 [Online], 5 October 2024. Source:
https://cdt.org/wp-content/uploads/2024/01/Joint-Advocacy-Statement-Cybercrime-
Convention-Jan-23-2024.pdf
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% Katitza Rodriguez, The UN Cybercrime Draft Convention Remains Too
Flawed to Adopt [Online], 5 October 2024. Source:
https://www.eff.org/deeplinks/2024/06/un-cybercrime-draft-convention-remains-too-
flawed-adopt

*" EFF, Privacy International and Electronic Frontier Foundations’
Comments on the Consolidated Negotiating Document of the UN Cybercrime
Treaty [Online], 5 October 2024. Source:
https://www.unodc.org/documents/Cybercrime/AdHocCommittee/dth _Session/Docume
nts/Multi-stakeholders/PI-EFF_comments_on_consolidated text December 2022.pdf,
p. 3.
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% OHCHR, Human Rights and the Draft Cybercrime Convention [Online], 5
October 2024. Source: https://www.ohchr.org/sites/default/files/docum
ents/issues/civicspace/DRAFT-CYBERCRIME-CONVENTION.pdf, p. 3.
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# Ibid.

* United Nations, A/AC.291/L.15, Draft United Nations Convention Against
Cybercrime Strengthening International Cooperation for Combating Certain Crimes
Committed by means of Information and Communications Technology Systems
and for the Sharing of Evidence in Electronic Form of Serious Crimes [Online], 5
October 2024. Source: https://documents.un.org/doc/undoc/gen/v24/
055/06/pdf/v2405506.pdf, “Article 6. Respect for human rights

1. States Parties shall ensure that the implementation of their obligations
under this Convention is consistent with their obligations under international human
rights law.

2. Nothing in this Convention shall be interpreted as permitting suppression of
human rights or fundamental freedoms, including the rights related to the freedoms of
expression, conscience, opinion, religion or belief, peaceful assembly and association,
in accordance and in a manner consistent with applicable international human rights

»

law.
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*! Katitza Rodriguez, The UN Cybercrime Draft Convention Remains Too
Flawed to Adopt [Online], 5 October 2024. Source:
https://www.eff.org/deeplinks/2024/06/un-cybercrime-draft-convention-remains-too-
flawed-adopt

*2 United Nations, Convention on the Rights of the Child [Online], 5 October
2024. Source: https://www.ohchr.org/en/instruments-
mechanisms/instruments/convention-rights-child, “Article 1 For the purposes of the
present Convention, a child means every human being below the age of eighteen years

unless under the law applicable to the child, majority is attained earlier.”
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> OHCHR, Human Rights and the Draft Cybercrime Convention [Online], 5
October 2024. Source: https://www.ohchr.org/sites/default/files/documents/issues
/civicspace/DRAFT-CYBERCRIME-CONVENTION.pdf, p. 4.

* United Nations, CRC/C/GC/25, General Comment No. 25 (2021) on
Children’s Rights in Relation to the Digital Environment [Online], 5 October 2024.
Source: https://www.ohchr.org/en/documents/general-comments-and-
recommendations/general-comment-no-25-2021-childrens-rights-relation, “Self-
generated sexual material by children that they possess and/or share with their consent
and solely for their own private use should not be criminalized”

* OHCHR, Human Rights and the Draft Cybercrime Convention [Online], 5
October 2024. Source: https://www.ohchr.org/sites/default/files/documents/i
ssues/civicspace/DRAFT-CYBERCRIME-CONVENTION.pdf, p. 4, 13.
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" bid., p. 7.

* Ibid., p. 13.

* United Nations, A/AC.291/L.15, Draft United Nations Convention Against
Cybercrime Strengthening International Cooperation for Combating Certain Crimes
Committed by means of Information and Communications Technology Systems

and for the Sharing of Evidence in Electronic Form of Serious Crimes [Online],5
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October 2024. Source: https://documents.un.org/doc/undoc/gen/v24/055/
06/pdf/v2405506.pdf, “Article 24. Conditions and safeguards

4. The conditions and safeguards established in accordance with this article
shall apply at the domestic level to the powers and procedures set forth in this
chapter, both for the purpose of domestic criminal investigations and proceedings and
for the purpose of rendering international cooperation by the requested State Party.”

“ OHCHR, Human Rights and the Draft Cybercrime Convention [Online], 5
October 2024. Source: https://www.ohchr.org/sites/default/files/docume
nts/issues/civicspace/DRAFT-CYBERCRIME-CONVENTION.pdf, p. 10

“ United Nations, A/AC.291/L.15, Draft United Nations Convention Against
Cybercrime Strengthening International Cooperation for Combating Certain Crimes
Committed by means of Information and Communications Technology Systems
and for the Sharing of Evidence in Electronic Form of Serious Crimes [Online], 5
October 2024. Source: https://documents.un.org/doc/undoc/ge
n/v24/055/06/pdf/v2405506.pdf, “Article 24. Conditions and safeguards

2. In accordance with and pursuant to the domestic law of each State Party,
such conditions and safeguards shall, as appropriate in view of the nature of the
procedure or power concerned, include, inter alia, judicial or other independent review,
the right to an effective remedy, grounds justifying application, and limitation of the

scope and the duration of such power or procedure.”
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“ Katitza Rodriguez, The UN Cybercrime Draft Convention Remains Too
Flawed to Adopt [Online], 5 October 2024. Source:
https://www.eff.org/deeplinks/2024/06/un-cybercrime-draft-convention-remains-too-
flawed-adopt

“ Chat Le Nguyen and Wilfred Golman, Diffusion of the Budapest
Convention on Cybercrime and the Development of Cybercrime Legislation in
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