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Thesis Title Legal Measures on Civil Aviation Security: A Case Study on a

Passanger and Hand Baggage Screening Affecting Individual

Rights
Author Jaruek Naksukum
Degree Master of Law
Advisor Assoc. Prof. Dr. Chalor Wongwatanapikul
ABSTRACT

Since the air transport had developed to public transportation network which has a
continuous high flow of passengers, luggage and cargo. This constant flow of passengers could
lead to possible unlawful activities by passengers and businesses. Thus, International Civil
Aviation Organization had initiated passenger and hand baggage screening measures before
boarding an aircraft and using technology for screening were extensive dealt with the ratification
of the Convention on International Civil Aviation (Chicago Convention 1944) to include Annex
17. However, perpetrators of aviation related offences found newer and more ingenious ways to

challenge the system, increased in screening such as using body scan.

Thailand, a member of the Convention on International Civil Aviation (Chicago Convention
1944) shall endeavor to apply, enacted the Air Navigation Act B.E. 2497 improved by Air Navigation
Act (No. 11) B.E. 2551 section 60/17 defined to screen passenger include any articles will get on
an aircraft and screen person, vehicles as well as articles that will enter a restricted area of the
aerodrome, the officer who screen is the person assigned by the licensed aecrodrome be declare to
be officials under to the criminal code. If stated seek weapon or other dangerous device, 83 rd

Regulation stated to reject entering an aircraft and 27 Regulation told to inform the police, and not

(7



allow the passenger who rejected screening before boarding an aircraft. The measures might be tort
to individual right such as the technology for screening, authorities of officer who screen and the

different procedure between aerodromes.

Thus, body scan using must apply to appropriate practice. And should adjust the Air
Navigation Act B.E. 2497 about authorities of officer who screen, 27 Regulation about other
security measure because the details was duplicate on 83 rd Regulation should adjust about step

of passenger and hand baggage screening of many aerodrome to be the same.

Keywords: Passenger and Hand Baggage Screening/Civil Aviation Security
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" Civil aviation includes two major categories:
-Scheduled air transport, including all passenger and cargo flights operating on regularly
scheduled routes; and

-General aviation (GA), including all other civil flights, private or commercial.
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* Convention Relating to the Regulation of Aerial Navigation

article 1 “ The High Contracting Parties recognize that every Power has complete and
exclusive sovereignty over the air space above its territory.

For the purpose of the present Convention, the territory of a State shall be understood as
including the national territory, both that of the mother country and of the colonies, and the territorial waters
adjacent thereto.”

* article 2 Each contracting State undertakes in time of peace to accord freedom of innocent
passage above its territory to the aircraft of the other contracting States, provided that the conditions laid down
in the present Convention are observed.

Regulations made by a contracting State as to the admission over its territory of the aircraft of
the other contracting States shall be applied without distinction of nationality.”

*' Convention Relating to the Regulation of Aerial Navigation

article 3 “Each contracting State is entitled for military reasons or in the interest of public
safety to prohibit the aircraft of the other contracting States, under the penalties provided by its legislation and
subject to no distinction being made in this respect between its private aircraft and those of the other contracting
States from flying over certain areas of its territory.

In that case the locality and the extent of the prohibited areas shall be published and notified

beforehand to the other contracting States.”
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Year Accidents Casualties
1948 7 26
1949 7 1
1950 4 0
1951 1 0
1952 4 2
1954 1 1
1956 2 1
1958 7 18
1959 6 1
1960 8 3
1961 10 3
1962 2 0
1963 1 0
1965 5 1
1966 4 2
1967 4 0
1968 29 1
1969 86 5
1970 77 7
1971 54 7
1972 58 24
1973 22 88
1974 20 83
1975 19 2
1976 16 15
1977 32 114
1978 25 3
1979 23 0
1980 37 1
1981 3 1
1982 30 1
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25

Year Accidents Casualties
1983 35 11
1984 26 7
1985 26 65
1986 8 83
1987 8 2
1988 15 13
1989 15 1
1990 36 86
1991 20 6
1992 11 4
1993 36 4
1994 27 8
1995 10 0
1996 16 125
1997 12 1
1998 14 1
1999 13 2
2000 26 5
2001 11 268
2002 10 2
2003 9 0
2004 4 0
2005 1 0
2006 3 0
2007 6 0
2008 2 0
2009 4 0
2010 1 0
2011 1 0

21N Aviation Safety Network, Aviation Safety Database, (2001.b), Retrieved April 8, 2012, from

http://aviation-safety.net/statistics/period/stats.php?cat=H2
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Description Times

Accidents 12,493
Criminal Occurrences (Excl. Hijackings) 540
Hijackings 1,040
Incidents 185
Other Occurrences 735
Unknown Occurrences 527

TOTAL 15,520

210 Aviation Safety Network, Aviation Safety Database, (2001.a), Retrieved May 9, 2012, from
http://aviation-safety.net/database/

9
g o A

~ ~ < Y =} I 9

INATINN 2.1 HATAITINN 2.2 ﬂzmu"lmwmmﬂ f.7. 1948 1 uAUNT MINTLTIAA
1 a A dy OBJ} = Q' o dgl = Y oa;
oM UUNATOU JAURNIZNITIOINMAUTUTMTIANTIUIUNNUY D0 TUA NS INT UL
A Aaa a Y 1 a A I 1 dy A a us/' [ = a d? A =
HFADANTINALHAUDYNINITINAYUALYIF DAY !,mmﬁmﬂi@muuummumimﬂmuma‘mqﬂﬂ
o BZ &2 o Yy
ﬁnmummmuaaummmu“lﬂ mu”lwmyﬂumsmmamuumm‘lmﬂﬂ mmmmﬂwu
Y A Aa
ALETEY IR

A a = o A 1 dy 3 Y1 ' Y a 9 1 Aa 1

Llli’)‘W’i]”l'iil!”lf]\1fﬂiﬂi$'VI"INﬂL‘Hﬁ?‘LH]%L‘HLlulﬂ’Nﬂi’ﬂﬂlﬂﬂﬂﬁiﬁluﬁ%’l@%’lﬂ TNNY

= v A 9 Y 1 9 o a o = 3 [

IInNIN LLE’ISVI?WEJE‘THEIJBQNT@EJ?T"I? WO HAUUUNITDINIA maamuuﬂﬂam"lﬂ DNNNYN

9 ]
ﬂi’)chfiLﬂﬂﬂ’l"lﬁJLﬁﬂﬁTEW]NLﬁiHﬁTﬂ‘ﬂ AUFUY L‘I’i@]ﬂ?iﬂ! 9/11 9 I’glﬁﬂ% mﬁwum?muuuaz



27

a o =

¥ ] ] 9
MANUAUIIWIVYIN nazaNuderisveteIn1signysu Tasnioaduiui dszuy

v 9
=<

9
wsngnanadu ldsunmdenies mstamsaensnsziidatiuliamisosanislade

9 Yy 9 v

= o A = A A g 9y =X [
TagimnizN3991MANIY Nalms iz iemasuaaouneg lue1meaiumsdinansei
18e1n vian1s eIt msunsnups laslivoudrongruieaemsiunaisouluszezusn o
09: o 4 v [ @ @ 4 IS 4
wuaziumsldersemseruniosudid lnemsiludilsedwive i wlouluns o
' A "2 1o o Aan a Y J a Y
apseauani)asuminiy mnuailagiiuidsnsunsnusa laslveudlrengnanetiuiinaiie

"o v 9 dd A A & & 4

u53neneg lavans Wivihinimafiuauuaz VU IMAIIY 52U 55w liliesain
9 o Aa 9 an A 1 Yy Aa o 1 o a A Y K
Ansziramignaseundadinaueuions liinaduaseneilasasslumsiiunaonld 39

Mldunlszmagensuimsnszidadinanne ldinaaudemeedialnanads uagla

9 = 9

Fd
Gli%“ri'ﬁﬂ‘ﬁ\iﬂ’ﬂhﬁWﬁﬂJu"Uf]\‘lﬂﬁﬁi’mi?]}uﬂﬂuﬁufﬂﬂWﬁEﬂu l,mﬁﬁLLN%%NNWﬂiﬂW‘iﬂﬁﬂi’Jﬁ]ﬂu

2

[

9
[ 1 o A w 1 1 @ [ 4 1
i@fjﬁJﬂEJWﬂllﬁ é’ﬂiz‘wmﬂﬂwwmmwaumgﬁummﬁ&nu'lﬁ ALY LUANTTUYNBDUING

a 3 == 4 (] a 4 o
szidia P lumanaduluvesrn luaGe diesensauad 3 a.6. 2009 (W.7. 2552) 393111 d04

IMsaeauuInIMssnennulasadelumsiunasounmuzauas
w w a A
2.3 Mm3snmanuasanslumsdunaseu

o a LY [~ @ 1 a

nmansziinsunsnuas Tasiseudrengraneriuiusegnaiuaenisdunaiion

A A < v oo = 2 v A A Ao =2
vnedaikuIzmiuldNdwall a.a. 1948 ITuAu Mm3vomanuEuI IBNINTY
uazne Imnelymmangrunesznilsemes iesnnanumanratenedynavesd lnees
ANULANANTZHINT YAV IMAeUIazdnTRAas WDsaownamg Feluszezusn
o’/’ [Y] (=} 1 9Y v @ ) a dy 1
g luiingruneszninalszmaldisdunmsnszinnuiagiuveimeeiulagase uaz |

[ 9) d' d‘ (% (Y] ” [ =1 T 9

annsolsulsnguinenmedny Tasaaa (piracy) ueydyyaiNINWNAKAN A6, 1958
nazoudyaNaniznmANdIenguuIeNnzia A.f. 1982 NUNTHAAABINA (acrial piracy)
A < v A g ¢ a A 9 g o
¥3oMsveImeanIu 14 e nmsIeimaeuaenlsznouaNuHaiazAe uilumsnszii

1 o & o = o B aova 9 dy I
FEHINOIMANUAMIIAVDINAIUBNG ML M1z Tumal Jiaudinmsvermeaenilu

o o A v 29 KX o Y a 1 A A o o 1<
miﬂ'imnﬂuﬂ”lmﬁﬂmmmmﬂu ﬁ]\TV]11ﬁlﬂﬂﬂ313~l§QNN@LﬂfJ'Jﬂ‘]Jf"I’J"IlI‘]JaﬂﬂﬂEJLLﬁSﬂ'ﬂ?JL‘]_Iu

a o o a o W
P eruane Ws e, enansdszneumsaeu3nIng I IMa (Air Law), (1589319 41190

a an o a [ ]
Jnnamaas yInedeudiivang, w.1l.al), 267.



28

T 4 a 1
sadeulumsvudanisonnia TasluszozusnesanisnisdunalsouserIlszing
(International Civil Aviation Organization: ICAO) ladalfiimnasmsiesnyinnulasassves

a A 1 1 I~ A
mstunasouszrIndszmea Tasuseonilu 2 1aims Ao 1asNstle sy tazanasns
tloaru
4 a 1 [
1. wasmstlesd s 09ansmstunasouszrnlsemaldsaliiuainms
& A g ' vy A A o A A ~
Hostlsw dsdodlungrmineszninilszmanisergnndrennuAainenumstiunasou 1 4
Y A
1fu Ao

4 od‘

1) E)léigf’iUiUTNﬂ’JElﬂ’ﬂiJaﬂLLﬁ$ﬂﬁﬂiZ‘Vﬂ@u il V19lsEMInnszmuue e

99

81U (Convention of Offences and Certain Other Acts Committed on Board Aircraft) adu1y o
nga lafen o duf 14 duereu A.4. 1963 (W.f. 2506) 1Fendu q 11 oudyn lafed a9,
1963 (Tokyo Convention 1963) Unal¥isfuiiaTui 4 unau a.a. 1969 (W.A. 2512) d115 1

dszmetIne lduevdaetiuaisiiie 6 Jurau w.e. 2515 uaziina ldieAuiiie 4 dguieu w.a.

1
o o =)

(% o a 1 ° 1 [
2515 IﬂEJflﬁWigﬁ?ﬂﬂJuLWf]Glﬁls)’lﬂ‘Ufﬂﬁﬂigﬂ']ﬂ'JﬁJWﬂﬁﬂﬂg]ﬂiﬂﬂﬂ']ﬂﬁ LLﬁ$ﬂ13ﬂi$1/l1l13J'31%$Lﬂu

< =

a A 1 < A g [ 1 o A
mmWﬂwiallmmmmmmﬂuﬁseL‘}JuaumS”lfm’e)mmﬂaﬂﬂﬂﬂﬂlmmmﬁmu nfa 1o

a

[ -4 ¢ g [ 1 a v o v o 1
nsnadulueineeiu ﬁ%ﬂdﬁuﬂu’aumw@@imﬁEmuamuﬂauﬁuummﬂﬂm BUATIT NIT

Y 1
nszihANUARABNYHIEDIYIIL AT 3 I55ANTY YoeydYNA THNITININNg KLY

9
A v =

9 =} 30 <3 Y o = Yo
EJWﬂJuW‘lJ’fN‘IJizmﬁgﬁ]ﬂ‘ﬂ%mt’luﬂ']ﬂWﬁmu i]%Wiuhlﬂ’JWEJ“L,!ﬁﬂ]Q_IWTG]LﬂEJ’JuiJaﬂngmﬂﬂllﬂﬂU

9

A o

a 0 B ' l I 7 v
NNHUIBITAUYAA (procedure  law) uatiiosadruded hilianyuzidlungruueasigaa

. A @ dyd 7 v o 9 v o Y
(substantive law) HBINDUAY Y uumi’JNﬂg]mmmmmﬂummwm@ﬂ%zmﬂumﬂﬁ

o 9

denunieluomagiunannuasussuses Tastualddaiuqueimaeiuiidiuinly

1ATNMIBUAITTIAUTINTIMIAIUgNAIRnTERIRe nazfvuad 148105y uad Idsaniu

Y 9
v £ v A

ldamsdmuagiuanuraidanu iesninlugiiamsveydyna dudlinsdiedy
91MALTY (hijack) 108518
[ A =2 a 9
2) oydyyuienisUsiudiiunissaoinmasiulasiseudlenguuly
(Convention for the Suppression of Unlawful Seizure of Aircraft) Q9N ¥ NTUN Wedui 16
FUNAN ALA. 1970 NTBNFENAUI oA INFUE8N A.A. 1970 (Hague Convention 1970) 430

The Hijacking Convention lnatisnu1dauaiui 14 qaiau a.et. 1971 (W.a. 2514) Uszmet Ing

' v a

¥ nsumsiiunaiseu, ayduygnNaleanuAatezMsnsziey q uisdszmsinsziuu

o maeny, (1.1).1).), Fuduiio 19 aa1AY 2554, 910 http:/Avww.aviation.go.th/airtrans/airlaw/offence T html



29

I8l daentiuaisiio 16 wgpnaw w.a. 2521 naziinaldienuiiie 15 Nguieu w.a. 2521 Tag

Haszdwgnenumssmuagiuanudayanalannsziimstansediniugue ey

v v v

a o ] 4
Taglivoudrengruiedlons l¥miaetisnuniegnaiu nsearemsaiigluziloula nie
Y 1

wenemnsziinsedlasdranilagruiniu nie ldauauiuyanaginsziinsnTonere

o 1 [} § ] 1 3 1 1 a (R o a
ﬂ§$ﬂ1ﬂ15981\11@@Eﬂ\?Wﬁ\il"]f‘Ll’J'lL!u@]’ﬁ]'ﬁnﬂ'lﬁﬂ'luzluﬁgﬁ’ﬂﬂ_lu ﬁ'ﬁ]fl“ﬂuﬂ'ﬁﬂﬁg'ﬂ'lﬂ'ﬂhﬂﬂ

'
~

1 2 4
A171 “0IMATUTENINTU” Aude 3 2155ANIN vesoydyand i Idmmuaiudwavagh

4
Uszgauuenvosomagiunnuiu latlamendsd lasasdundroudalszguiula 9 1dila

Y

A g vy v (& a v o ) o 2 v
@@ﬂ!WfJGI;WE‘!Iﬂﬂﬁ'lia\iﬂﬂljﬂﬂWia\iqwu@]UIﬂﬂ!ﬂ’iﬂﬂ\?ﬂ‘ﬂ uazaiuaue 4 "UEN’mgﬁﬂgﬂJM ullﬂ

v XK

o 9 o @ A o A < [ dy v 9 =
ﬂWWu@GlWLGUGI’E)TLH%iﬂl‘l’iu@ﬂWiﬂﬁg‘ﬂWNﬂlﬂuﬂﬁu (1) TFHIANTLVYUDINIAYIU (2) Iy

pmAeuduasazdnzidneglueimaeu (3) s3radiomaguiianuilszneugsng

A ' v 1 v
uralvgiaseguielinunednnsluoimuua iesnneydyginjueniilinatduldmme

A

1 4 Y ]
weynaaedluoimeaeuiiegluszninediumniy auiuielinsnssiiaueno19wAUD
[ d’d = o v R A Q' ::'9/ Q' d‘ a
TINUMIIANSIVIUDINIAYIU LUADTUIVTTIINIITUIVTINOUNAUNWUASDUNDINIAGIUDU

a da/w = ) Yo = ) [ a = 4‘ o 9 )
NI ‘L!’f)ﬂﬂ1ﬂufJ\‘liJﬂTiﬂTViuﬂnlﬁﬁjﬂ;ﬂ'lﬂﬁﬂ']ﬂu"lﬂ'm"lﬂiﬁaluﬂ']ﬁWﬁ]"Iim']ﬂﬂ!,iJ@W‘]Jﬂﬁﬁjﬂigﬂ']

9 v
anuiaedluomuaveny’ tazaNuAanueydyataaswedluanuianelaaa

o Y o a 9 P Ao v Yy 9 A Vo Yo w
ﬂ?ﬁjﬂizvnﬂ’nuWﬂélni]llﬂullﬂgnﬂﬁu'ﬁﬁmuﬂlu']ﬁ\iIﬂﬁﬁlﬂ‘lni]llﬂualﬂ g ﬂMﬂgizﬂNﬂﬁﬁ@Wﬁ@@W
= 3 & 1

Y [ dy Yo Y = A 9 o v A
vuiu laneydyaingueni lasmualinistaniomsdiniugueimasudgsidedueg
a < a o o o o [ 13 a 3

Tasdvoumengruailunnuie waz Iisgdidyadmuaunas Inydmsuanuraiiv
3) eydyguiensdsiulsiunmsnsziduliseudlrongruisaoniiy
Yasassvosmsiunasou (Convention for the Suppression of Unlawful Acts Against the
Safety of Civil Aviation) a4UI% & NJINOUATODA 1D 23 AUEIBU A.A. 1971 WisoNNNFToniu
1 oydaQueUATEDA A.A. 1971 (Montreal Convention 1971) TimatsAulfiiie 14 aainu
Y [ o A = Y
A.A. 1971 (W.7. 2514) Uszinet Ine lAueudaentiuarsiile 16 wgumay w.a. 2521 uaziinald
Wenudo 15 Aguieu w.e. 2521 Taslimszdfanernumssivuagiuanuiavesyanad
niziimssuliveudlongrmieuas lasauaenulasadsuesnsdunasounue N

Y 1 4 4 '
guaniaIiueg nazedlussni1auins A1 “lusendnausns” Huludwansisy

=3 1 a 9 o 9 d‘ dy a = 9y 9 d' o
LﬁiElllﬂTiﬂf]u‘]Ju"ll’é)\‘lfﬂﬂWﬁﬁﬂuIﬂﬁll’dﬂi$ﬁ]TI"iu1ﬂﬂ1ﬂwuﬂu‘ﬁi@jﬂﬁlliﬂWHWﬂﬂﬁgiﬂfﬂﬂWﬁ

T asumstiunaiiou, eudyyunemsdnudsumstaeimamulasiiveudangrang,

(1J.‘]J.1J.), ﬁuﬁmﬁa 15 NINHIAN 2553, 910 http://www.aviation.go.th/airtrans/airlaw/UnlawfulSeizureT.html



30

H v Y
A Ao a

nudmsunetiula lagmmzaunazasusguas Iuamevaamsasanuau i lunsdlla

9 v !
SMUANAIUTMIVeIIATEUAQUINS I UANAINIHNATIoINANIUTIAITUBgA Y Fan1s

o a dy Y o Y Ao o a A
nszmaNuRailsznauaie ﬂﬁﬂi%'ﬂﬁjig‘mﬁi?ﬂuﬂﬂa1ﬂ1u®1ﬂ1ﬁmuﬂﬂ%ﬁlluﬂﬂ Nio

R

Wanrsormasulusnzusn1snsone 1HNaA MU 18LUNBINIAIIU K5 ON1TI19H5D

1 Y a d A o B o A 1 Y a = 1

nelriiani1enagilnisiniedngdioniaseimeasursone IHinaaNuIdev 8LADINA
o Y ] o a Y A o A o = 1 d‘ o

g 19 anunsoiimstiu 19 vSematenseianudemsunnisisiuleanuazainluy

1 9y
MU INIANT oI IMInaean1s U iAn1svounToId WITANNAZAINTTIU 9 HTBLI

@ a 1

Y < 3 & 3 o ' o Ao o
ﬂjaﬁumﬁamﬂumi} G]N@1m‘1Ju@umwmmmﬂa@@ﬂﬂmmmmﬁmuﬂmmuuag IﬂEJ

Yo o J

AmualdsgdiidygudazSyansogoiduisnemavesauwmiionnuialunsain

9 g 9
4 i1

a Y 4 o A A a QBJI 4 o ' =)
ﬂ'NiJWﬂuuklﬂﬂi$‘ﬂ11uf]'lmH"Uﬁ"llf]\?ﬁu W'ﬁ'f]Lll@ﬂ'l']llWﬂuullﬂﬂig‘ﬂ']ﬁ@ﬂ'lﬂ'lﬁﬂ'lLlWi’f]clu

Y
(% %

Ay ¥ ~ Y, A A 2 Y o a
mmﬁmmn”l@immmﬂubl’ﬂu‘iﬁuu ‘H'i'e‘)mammﬁmumllmm‘iﬂﬁzmmmwﬂummﬁmu

3

Y [ E4
muivaslueranavesauTasiggnnainnizinnuradinseglueimaeuiiv vie

A a 9 o 9o A o = Y a9 Y A o
LlJ’E)ﬂT]iJWﬂllﬂﬂﬁ3“]/1']%’0@‘])"]??5@ﬂ'ﬁﬁ/]"lclu’fﬂﬂ"lﬁﬂ"lu“lﬁllﬂ!f]ﬂiﬂiﬂleliJiJLﬁ]']ﬁu"Wl‘]Jizfﬂ'l?J"lﬂWﬁ

v
a = 1

9 = d' a 1 -a’f 1A A { %
g1u Tﬂ‘c’Jl%jLG]f'lfJ1ﬂ1ﬁﬂ"luilﬁ'ﬂ1u‘ﬂﬂ§$ﬂ®‘ﬂﬁiﬂﬂL!ﬁﬂﬂlﬁﬂ]uﬂﬁﬂgﬁﬁﬂuﬂ ﬂﬂﬂﬂTﬁiu@']m%“U@ﬁﬁ

U

A

ng/ [~} ' @ a Y o
1w agmu1dheydyangaweuasesatiuenainiivualinmsitnoanioniuaue N

o v A

& (] a 9 I a FU o A a A o a
Famaatueg lnslyeudlrengruuieiluanuranal funugIunNuAansainnszii lagl
9 1Y) 3 o [ @ ~ Yy [
youAenguIIesuoINdusuaseaenNlasansveseIniteun lildeglusznitens

v 4

U IDITIAAfHT o US A ve IR Y

4) Wsaaemsdsuldswmsnsgiigunssdulivouareng vty a N1
p1nAe U FelnuTmsmstunaiiouseninelseme MuanaoInoy 111920013
Uswlswmsnszidulireudiengrueasnnuilasafouesnisdunaiiou (Protocol for
the Suppression of Unlawful Acts of Violence at Airports Serving International Civil Aviation,
Supplementary to the Convention for the Suppression of Unlawful Acts against the Safety of

Y [ )
Civil Aviation) MAUNEI0IWBUATEDA 1110 23 NUEEU A.A. 1971 (W.A. 2514) taziNaliaf
9}3 T A a Y va d' v A

Taauaiui 6 avan a6 1989 (w.41. 2532) Yszma'lne'laveunineryiaaisiioTui 14

woBnIAY WA 2359 nazlinaldiaduile 13 Tguieu w.a. 2539 TaotiugiuauAansdl

Z nsumstunaisou, sydgunemsisiuldsiumsnszhduliveudengranadeniy

Q

A

taeanavesmsDunaison, (u.1.1).), Fuduie 15 nsngIaN 2553, 910 hitp:/www.aviation.go.th

/airtrans/airlaw/Unlawful ActsT.html



31

o A 4 Y A A o A o
yananszlyeualengrineuas lnswaul lagldinieaie Taqrien1)sla o nsziiins
E4
aggo 1
n. niziIMsdugUIsIRoyana o N1 MAeIuF R uTmsmsduna
A ' £ 3 Y A 3 Y a < ¥ A R
FousenInlsema Futhurg Innsothazdumg lmfanmsuaduaiansedananuae
. haenIeninnudonoad1edionswedss e NUELAINURIMN
£ Y a a A 1 = 1 ~ N Yq ¥ a =&
oMoy FalduTmsnmsdunaiiouseninlszmansoasoinmaeiui bild1Husnsas
Y
v9A0g 0 WAL n3et linsuTMsveme A IUNgAY: Inas ninnsnsei
A

3 IS Y ] <3| 1% 1 o 1 o
umﬂuaumww%m%mﬂuaumiwmmmﬂaaﬂnﬂ U MoaInIFyIUUY

< Y1 ax A o v A 9
%3!fﬁuUlﬂ')WW‘ﬁﬁWiLWf]ﬂWﬁﬂiWUﬂ‘iHJﬂTiﬂ331/1WEHLLiQﬂuN%ﬂUﬂ’Jﬂﬂaﬁiﬂﬂ

'
a

[ dy 9 a A o a 9 Y] I~ @ [
a Mmemaeu 1 Iy iuanuAansainnszi laelivoudrengnuedusi1niluduaseas
anuasasvvesnionaeu i 2 nsdl Ao nsziimsouguuIIAoYANa & M0 INAETU
uag n3zMINMIMaIeniomInNTe 18081931015 9ADAIBIUIIANUALAINYDINID NS
% 1 1 I~ A a A a [
§IUHT00IMALIUFIV0ABY W M1 IMAIY ITUMTIANTIUANNRANIANIINDY Fy IO
"3000 A.A. 1971
[ A [ = A A ] I~ Yy 1
2. wasmstlesnu iesnndsliaeniayonTesd hionweuniulddreauilan
1 [ =\ dy 1 =\ dy 9 [ d! 9 = (% (%

FLHINDIMANUAVANUMANY HAZTENINAMUNIANUAIITUI Fadoadnanseiulu

[ U = 4 a A
anudasane uenainuiasnstlesdsiuuds Tuil a.a. 1974 nsesamsmstunaiou
seuialszmadeldda i diuiasgrunazdoial §iiaszni191szime (International - Standard
and Recommended Practice: SARPs) 3091138171 NANUIN (annex) ATOUAQUN NGO
A 9y a Y 1 B o -4 A A v
merdedlumaaueima Miludiunisveseydyariarensiunaisoussninszing

k4 9 E4
(oudyan¥ain a.a. 1944) fagifu 1cao laTashmanuanundlsaunedy 18 atiu il
9 o Y A . .
MANUIN 1 @ﬂizmwum (Annex 1: Personnel Licensing)

MARNUIN 2 NHNDINIA (Annex 2: Rules of the Air)

33 a =) an A o v A Y \J
NIUNTUUNALIDUY, Wﬁi;ni!‘l/‘lﬂiﬂiﬂﬁﬂJ1]313»"115?!55ﬂ1§u!!ﬁﬂﬂuu‘ﬂﬂﬂﬂ?ﬂﬂ§]ﬁﬂ1ﬂ WM

omaey FalruInmsmsDunaiSeusynalszma iuAnnenneydyanndiemsdsnulsiums

v

syimvuliveudengranasennulaeassvesmsduwaiseu Millesneunioon (23 NMuenau 2514),

=]

dudwie 15 ns AN 2553, 910 http://www.aviation.go.th/airtrans/airlaw/Unlawful ActsProtocol T.html



MANUIN 3

MANUIN 4

MANUIN S

MANUIN 6

MANUIN 7

MANUIN 8

MANUIN 9

NANUIN 10

NANUIN 11

NANUIN 12

MaWUIn 13

NMANUIN 14

MANUIN 15

NANUIN 16

NANUIN 17

MANUIN 18

VINMIYAHININNTINTUNMIAUDIMATEN I T2 MA
(Annex 3: Meteorological Service for International Air Navigation)
Lmugﬁmi@ummﬁ (Annex 4: Aeronautical Charts)
wihefianlFumsdeassernamsauiumsnisenis
ﬁ’umﬂﬁyu (Annex 5: Units of Measurement to be Used in Air
and Ground Operations)

MyUIanIiuveI9IMABIY (Annex 6: Operation of Aircraft)

m%wmaﬁ@mﬁuazmgﬁﬂummﬁmu (Annex 7: Aircraft

Nationality and Registration Marks)

ﬂ'J1Mﬁllﬂ')ilauf]’lﬂ’lﬁﬂl@ﬂfﬂﬂ’lﬁﬂ’lu (Annex 8: Airworthiness

of Aircraft)

MIDUWANNTLAIN (Annex 9: Facilitation)
ﬂ'l'ﬁéf)ﬁWﬁﬂW\?l’lﬂaﬁWW%Uﬂ13lau@1ﬂ’]ﬂ (Annex 10:
Aeronautical Telecommunications)

UINI5ITIVINOINA (Annex 11: Air Traffic Service)
MIAUN AL FIVNAD (Annex 12: Search and Rescue)
ﬂ'l'iﬁﬂﬂﬁ')u@ﬁalﬂﬂﬂlﬂﬁ@”lﬂ']ﬁﬂ']u (Annex 13: Aircraft
Accident Investigation)

AUINTU (Annex 14: Aerodromes)
UIMIVIEINIAUDINIA (Annex15: Aeronautical
Information Service)

N3 ﬁmﬁu?}mmé’au (Annex 16: Environmental Protection)
mssnuanulasase-msdnilesmsdunaseuszning
ﬂi%!‘]ﬂﬁﬂTﬂﬂTiﬂﬁ%ﬁTﬂ1ilW]iﬂ!L"lf\‘]Iﬂﬂﬁﬂf'ﬁ]‘ﬂghfl
NYNUY (Annex 17: Security-Safeguarding International
Civil Aviation against Acts of Unlawful Interference)
MFUUTIVDIOUATIINNDINABE 19 a0ANY (Annex 18:

The Safe Transport of Dangerous Goods by Air)

32



33

]
[ = [

TagmmnIznANUIn 17 gﬁﬂd\lﬁﬁgﬁiﬂﬂuﬂﬂ’f]ﬂ‘uﬂ"li%lﬂkl”lﬂ’JHJ‘]Ja@ﬂﬁﬂfﬂTi

o

Unflosmstunaiouseninadsemsaninnmsnsziinsunsnusa laolisoudlongnuie
(Annex 17: Security—Safeguarding International Civil Aviation against Acts of Unlawful Interference)
Jyq Ya o Aa 1 dyl I a 9
nag la idewvesmsnszimamariduiu “msunsnuas Ingiisouaronguuie (Acts  of
o o w I o 1
unlawful  interference)””* TagnuedIn1INILNIMToNeNe1UNTLH1D W USUATIBRDAIY
dasangysamstunaiounazmsyudinige1nid seilogiunuiesandanisnszi
4
aane 1yl
= a 9

1. M3gaeIMAsU IagiirauaIen)HIe

2. MIMaeeIMAeIUIUTZHINUTNT

3. MsIUMYsEiuuueIMAsIUHToNa Ny

v o o 9

4. msyngnTagldsidaieaudr ) lueimeeiu o auwiiu nseluusnm

v Y )
@ A o

NAUAT0I81UIeANNAZAIN TUNTIAUDINIA

OJ U tﬂ'

o A d v A A 9 A
5. MIUIDD ﬂi@ﬂa@ﬂﬂiﬂ!’GUQﬁ']fJ n393nno U1 U lanauz lgie

Q

' d? A 9 a
NPDIVYINTITN mu”lﬂuummﬁmum@m"l,ﬂcluﬁumuummsmz

* International Civil Aviation Organization, Annex 17, (2006), Retrieved November 12, 2011,
from http://www.bazl.admin.ch/dokumentation/grundlagen/02643/index.html?lang=de&download=NHzL
pZegTt, Inp6I0NTU04212Z6Inlacy4Zn472qZpn0O2Yuq2Z6gpJCDeoB,gWym162epYbg2c JjKbNoKSn6A--

Acts of unlawful interference. These are acts or attempted acts such as to jeopardize the
safety of civil aviation including but not limited to:

« unlawful seizure of aircraft,

« destruction of an aircraft in service,

« hostage-taking on board aircraft or on aerodromes,

» forcible intrusion on board an aircraft, at an airport or on the premises of an aeronautical facility,

« introduction on board an aircraft or at an airport of a weapon or hazardous device or
material intended for criminal purposes,

« use of an aircraft in service for the purpose of causing death, serious bodily injury, or
serious damage to property or the environment,

« communication of false information such as to jeopardize the safety of an aircraft in flight
or on the ground, of passengers, crew, ground personnel or the general public, at an airport or on the premises

of a civil aviation facility.
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1178 18a1mmaArLIN 6 (Annex 6: Operation of Aircraft)

T sgmamunsnihdemasgiu Asauiums lUgialdmugiiemssnmanuilasaselums
TuwaiSeuainmsnsziduilumsumsnuas Taslsenaongnine (Doc 8973-Restricted: Security Manual for
Safeguarding Civil Aviation Against Acts of Unlawful Interference) uamnuduisuag 18%1& B 1afviua
Bluaanuin 18 (Annex 18: The Safe Transport of Dangerous Goods by Air) (182 Doc 9284

¥ Sgmamwnsohdemasgiu Bawiums lUfialdamgiiemssnunnuilasaselu
mﬁﬁuwaﬁaumnmimzﬁwé"mﬂumsgmsﬂmﬂﬂﬂﬁﬁmuﬁaﬂﬂgwma (Doc 8973-Restricted)

* 2.2 Applicability

2.2.1 Each Contracting State shall apply the Standards and shall Endeavour to apply the
Recommended Practices contained in Annex 17 to international civil aviation operations.

2.2.2 Each Contracting State shall ensure that measures designed to safeguard against acts of
unlawful interference are applied to domestic operations to the extent practicable, based upon a security risk

assessment carried out by the relevant national authorities.
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* Article 43. An organization to be named the International Civil Aviation Organization is
formed by the Convention.

“ Article 60. (Suspension of voting power)

The Assembly may suspend the voting power in the Assembly and in the Council of any

contracting State that fails to discharge within a reasonable period its financial obligations to the Organization.
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*" Article 44. The aims and objectives of the Organization are to develop the principles and
techniques of international air navigation and to foster the planning and development of international air
transport so as to:

(a) Insure the safe and orderly growth of international civil aviation throughout the world;

(b) Encourage the arts of aircraft design and operation for peaceful purpose;

(¢) Encourage the development of airways, airport, and air navigation facilities for
international civil aviation;

(d) Meet the needs of the peoples of the world for safe, regular, efficient and economical air
transport,

(e) Prevent economic waste caused by unreasonable competition;

(f) Insure that the rights of contracting States are fully respected and that every contracting
State has a fair opportunity to operate international airlines;

(g) Avoid discrimination between contracting States;

(h) Promote safety of flight in international air navigation;

(i) Promote generally the development of all aspects of international civil aeronautics.
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* United Nations, The Universal Declaration of Human Rights, (n.d.), Retrieved July 20,
2010, from http://www.un.org/en/documents/udhr/

Article 2 “Everyone is entitled to all the rights and freedoms set forth in this Declaration,
without distinction of any kind, such as race, colour, sex, language, religion, political or other opinion, national
or social origin, property, birth or other status. Furthermore, no distinction shall be made on the basis of the
political, jurisdictional or international status of the country or territory to which a person belongs, whether it be
independent, trust, non-self-governing or under any other limitation of sovereignty.”

* Article 3 “Everyone had the right to life, liberty and security of person.”

*" Article 5 “No one shall be subjected to torture or to cruel, inhuman or degrading treatment or

punishment.”
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“ International Civil Aviation Organization, Annex 17, (2006), Retrieved November 12, 2011, from
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Chapter 1. definition “Screening. The application of technical or other means which are
intended to identify and/or detect weapons, explosives or other dangerous devices, articles or substances which
may be used to commit an act of unlawful interference.

Note.— Certain dangerous articles or substances are classified as dangerous goods by Annex
18 and the associated Technical Instructions for the Safe Transport of Dangerous Goods by Air (Doc 9284) and
must be transported in accordance with those instructions. In addition, the Security Manual for Safeguarding
Civil Aviation Against Acts of Unlawful Interference (Doc 8973 — Restricted) provides a list of prohibited

items that must never be carried in the cabin of an aircraft.
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CHAPTER 1. DEFINITIONS
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Acts of unlawful interference. These are acts or attempted acts such as to jeopardize the safety of civil aviation, mcluding but

not limited to:

+  unlawful seizure of aircraft,

+  destruction of an aircraft in service,

*  hostage-taking on board amrcraft or on aerodromes,

+ forcible intrusion on board an aircraft, at an airport or on the premises of an aeronautical facility,

+ mtroduction on board an aircraft or at an amport of a weapon or hazardous device or matersal intended for crimnal

purposes,

*  use of an aircraft in service for the purpose of causing death, serious bodily injury, or serious damage to property or the

environment,

*  communication of false information such as to jeopardize the safety of an amcraft m flight or on the ground, of
passengers, crew, ground personnel or the general public, at an airport or on the premises of a civil aviation facility.

Aerial work. An aircraft operation 1 which an atrcraft 1s used for specialized services such as agniculture, construction,

photography. surveying. observation and patrol, search and rescue, aenal advertisement, etc.

Aircraft security check. An mspection of the interior of an aircraft to which passengers may have had access and an mspection
of the hold for the purposes of discovering suspicious objects. weapons, explosives or other dangerous devices. articles and

substances.

Aircraft security search. A thorough inspection of the interior and exterior of the aircraft for the purpose of discovering

suspicious objects. weapons, explostves or other dangerous devices, articles or substances.

Airside. The movement area of an atrport, adjacent terrain and buildings or portions thereof, access to which 1s controlled.

Background check. A check of a person’s 1dentity and previous expenience. including where legally permissible. any criminal
history, as part of the assessment of an individual’s suitability to implement a security control and/or for unescorted access
to a secunty restricted area.

Carge. Any property carried on an aircraft other than mail. stores and accompanied or mishandled baggage.

Certification. A formal evaluation and confirmation by or on behalf of the appropriate authority for aviation security that a
person possesses the necessary competencies to perform assigned functions to an acceptable level as defined by the

appropriate authority.

Commercial air transport operation. An aircraft operation involving the transport of passengers. cargo or mail for
remuneration or hire.

ANNEX 17 1-1 1/7/11
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Corporate aviation. The non-commercial operation or use of atrcraft by a company for the carriage of passengers or goods as
an aid to the conduct of company busmess, flown by a professional pilot emploved to fly the aireraft. (Note that corporate
aviation 1s a subset of general aviation.)

Disruptive passenger. A passenger who fails to respect the rules of conduct at an airport or on board an aircraft or to follow the
nstructions of the airport staff or crew members and thereby disturbs the good order and discipline at an airport or on board
the aircraft.

General aviation operation. An amreraft operation other than a commercial air transport operation or an aerial work operation.

Human Factors principles. Principles which apply to design. certification, training, operations and mantenance and which
seek safe interface between the human and other system components by proper consideration to human performance.

Human performance. Human capabilities and limitations which have an impact on the safety, security and efficiency of
aeronautical operations.

In-flight security officer. A person who 1s authorized by the government of the State of the Operator and the government of the
State of Registration to be deployed on an aircraft with the purpose of protecting that arrcraft and 1ts occupants against acts
of unlawful mterference. This excludes persons employed to provide exclusive personal protection for one or more specific
people travelling on the aircraft. such as personal bodyguards.

Known consignor. A consignor who originates cargo or mail for 1ts own account and whose procedures meet common security
rules and standards sufficient to allow the carnage of cargo or mail on any atreraft.

Regulated agent. An agent, freight forwarder or any other entity who conducts business with an operator and provides security
controls that are accepted or required by the appropriate authority in respect of cargo or mail.

Sereening. The application of technical or other means which are imntended to 1dentify and/or detect weapons, explosives or
other dangerous devices, articles or substances which may be used to comumit an act of unlawful mterference.

Note— Certain dangerous articles or substances are classified as dangerous goods by Annex 18 and the associated
Technical Instructions for the Safe Transport of Dangerous Goods by A (Doc 9284) and must be transported in accordance
with those instructions. In addition, the Aviation Securnty Manual (Doc §973 — Restricted) provides a list of prohibited items
that must never be carried in the cabin of an aircraft

Security. Safeguardmg civil aviation against acts of unlawful mterference. This objective 1s achieved by a combination of
measures and human and material resources.

Secnrity audit. An in-depth compliance examination of all aspects of the implementation of the national civil aviation security
programme.

Secnrity control. A means by which the introduction of weapons, explosives or other dangerous devices, articles or substances
which may be used to commit an act of unlawful interference can be prevented.

Security inspection. An examnation of the implementation of relevant national civil aviation secunty programme
requirements by an airline, airport, or other entity involved i security.

Security restricted area. Those areas of the arrside of an atrport which are identified as prionty nisk areas where m addition to
access control, other securnty centrols are applied. Such areas will normally include, inter alia, all commercial aviation
passenger departure areas between the screening checkpomnt and the aireraft. the ramp. baggage make-up areas. mcluding
those where aircraft are being brought into service and screened baggage and cargo are present, cargo sheds, mail centres,
arside catering and aircraft cleaning premises.
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Secnrity survey. An evaluation of security needs including the identification of vulnerabilities which could be exploited to
carry out an act of unlawful mterference, and the recommendation of corrective actions.

Security test. A covert of overt trial of an aviation security measure which simulates an attempt to commut an unlawful act.

Unidentified baggage. Baggage at an atrport, with or without a baggage tag, which 1s not picked up by or identified with a
passenger.
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CHAPTER 2. GENERAL PRINCIPLES

11 Objectives

211 Each Contracting State shall have as its primary objective the safety of passengers, crew, ground personnel and the
general public in all matters related to safeguarding against acts of unlawful interference with civil aviation.

212 Each Contracting State shall establish an organization and develop and implement regulations, practices and
procedures to safeguard civil aviation agamst acts of unlawful inferference taking nto account the safety, regulanty and
efficiency of flights.

2.1.3 Each Contracting State shall ensure that such an organization and such regulations, practices and procedures:

a) protect the safety of passengers, crew, ground personnel and the general public i all matters related to safeguarding
against acts of unlawful mterference with cival aviation; and

b) are capable of responding rapidly to meet any increased secunty threat.

214 Recommendation.— Each Contracting State should emsure appropriate protection of aviation security
information.

Note | — Guidance material on achieving civil aviation security objectives through application of the Standards and
Recommended Practices in the following chapters can be found in the Aviation Security Manual (Doc 8973 — Restricted).

Note 2— The comprehensive aviation security training material to assist States in achieving civil aviation security
objectives is contained in the ICAQ Training Programme for Aviation Security comprising a series of Aviation Security
Training Packages (ASTPs).

2.2 Applicability

221 Each Contracting State shall apply the Standards and shall endeavour to apply the Recommended Practices
contained in Annex 17 to international civil aviation operations.

222 Each Contracting State shall ensure that measures designed to safeguard against acts of unlawful interference are

applied to domestic operations to the extent practicable, based upon a security nisk assessment carried out by the relevant
national authorities.

2.3 Security and facilitation
Recommendation.— Each Contracting State should whenever possible arrange for the security contrals and procedures to

cause a minimum of interference with, or delay to the activities of civil aviation provided the effectiveness of these controls and
procedures is not compramised.

ANNEX 17 21 1/711
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1.4 International cooperation

241 Each Contracting State shall ensure that requests from other Contracting States for additional security measures in
respect of a specific flight(s) by operators of such other States are met, as far as may be practicable. The requesting State shall
give consideration to alternative measures of the other State that are equivalent to those requested.

242 Each Contracting State shall cooperate with other States in the development and exchange of mformation
concerning national civil aviation security programmes, training programmes and quality control programmes, as necessary.

243 Each Contracting State shall establish and implement procedures to share with other Contracting States threat
information that applies to the aviation security interests of those States, to the extent practicable.

244 Each Contracting State shall establish and implement suitable protection and handling procedures for securty
mnformation shared by other Contracting States, or security information that affects the security interests of other Contracting
States, 1n order to ensure that inappropriate use or disclosure of such information 1s avoided.

245 Recommendation.— Each Contracting State should share, as appropriate, and consistent with its sovereignty, the
results of the audit carried out by ICAQ and the corrective actions taken by the audited State if requested by another State.

24.6 Recommendation.— Each Contracting State should include in each of its bilateral agreements on air transport a
clause related to aviation security, taking into account the model clause developed by ICAQ.

247 Recommendation.— Each Contracting State should make available to other Confracting States on request a
written version of the appropriate parts of its national civil aviation security programme.

248 Recommendation.— Each Contracting State should natify ICAO where it has shared information under 2.4.5.

2.5 Equipment, research and development

2.5.1 Recommendation.— Each Contracting State should promote research and development of new security
equipment, processes and procedures which will better achieve civil aviation security objectives and should cooperate with
other Contracting States in this matter.

2.5.2 Recommendation.— Each Contracting State should ensure that the development of new security equipment takes
inte consideration Human Factors principles.

Note.— Guidance material regarding Human Factors principles can be found in the manual on Human Factors in Civil
Aviation Security Operations (Doc 9808) and in Part I, Chapter 4, of the Human Factors Training Manual (Doc 9683).

253 Recommendation.— Each Contracting State should employ security equipment, where appropriate, to the extent
operationally, technically and financially practicable, to achieve civil aviation security objectives.
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CHAPTER 3. ORGANIZATION

3.1 National organization and appropriate authority

3.1.1 Each Contracting State shall establish and implement a written national civil aviation security programme to
safeguard civil aviation operations against acts of unlawful mterference, through regulations, practices and procedures which
take into account the safety, regulanity and efficiency of flights.

312 Each Contracting State shall designate and specify to ICAO an appropriate authority within 1ts administration to be
responsible for the development, implementation and maintenance of the national civil aviation security programme.

313 Each Contracting State shall keep under constant review the level of threat to civil aviation within 1ts territory, and
establish and implement policies and procedures to adjust relevant elements of its national civil aviation security programme
accordingly, based upon a security risk assessment carried out by the relevant national authorities.

Note— Guidance material regarding threat assessment and risk management methodologies can be found in the Aviation
Secunty Manual (Dac 8973 — Restricted).

314 Each Contracting State shall require the appropriate authonty to define and allocate tasks and coordiate activities
between the departments, agencies and other organizations of the State, airport and aircraft operators, air traffic service
providers and other entities concemed with or responsible for the implementation of various aspects of the national civil
aviation security programme.

315 Each Contracting State shall establish a national aviation security committee or similar arrangements for the
purpose of coordinating security activities between the departments, agencies and other organizations of the State, airport and
atrcraft operators, air traffic service providers and other entities concemed with or responsible for the implementation of
various aspects of the national civil aviation security programme.

3.1.6 Each Contracting State shall require the appropriate authority to ensure the development and implementation of a
national training programme for personnel of all entities involved with or responsible for the implementation of various aspects
of the national civil aviation security programme. This training programme shall be designed to ensure the effectiveness of the
national civil aviation security programme.

3.1.7 From 1 July 2013, each Contracting State shall ensure the development and implementation of training
programmes and an mstructor certification system in accordance with the national civil aviation security programme.

318 Each Contracting State shall ensure that the appropriate authority arranges for the supporting resources and
facilities required by the aviation security services to be available at each atrport serving civil aviation.

3.1.9 Each Contracting State shall make available to its atrport and aircraft operators and air traffic service providers
operating 1n its territory and other entities concerned. a written version of the appropriate parts of 1fs national civil aviation
security programme and/or relevant information or guidelines enabling them to meet the requirements of the national civil
aviation security programume.
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3.2 Airport operations

321 Each Conftracting State shall require each airport serving civil aviation to establish, implement and maintam a
written atrport security programme appropriate to meet the requirements of the national civil aviation security programme.

322 Each Contracting State shall ensure that an authority at each airport serving civil aviation 1s responsible for
coordinating the implementation of security controls.

3.2.3 Each Confracting State shall ensure that an airport security commuttee at each airport serving civil aviation is
established to assist the authornty mentioned under 3.2.2 in its role of coordinating the implementation of security controls and
procedures as specified in the atrport security programme.

324 Each Contracting State shall ensure that auport design requirements. including architectural and
infrastructure-related requirements necessary for the implementation of the secunty measures in the national civil aviation
security programme, are mntegrated into the design and construction of new facilities and alterations to existing facilities at
atrports.

33  Aircraft operators

331 Each Contracting State shall ensure that commercial air transport operators providing service from that State have
established, implemented and maintained a written operator security programme that meets the requirements of the national
civil aviation security programme of that State.

332 Recommendation.— Each Contracting State should emsure that each entity conducting general aviation
operations, including corporate aviation operations, using aiveraft with a maximum take-off mass greater than 5 700 kg, has
established, implemented and maintained a written operator security programme that meets the requirements of the national
civil aviation security programme of that State.

33.3 Recommendation.— Each Contracting State should ensure that each entity conducting aerial work operations
has established, implemented and maintained a written operator security programme that meets the requirements aof the
national civil aviation security programme of that State. The programme shall contain operations features specific to the type
of operations conducted.

3.3.4 Recommendation.— Each Contracting State should take into account the ICAQ model as a basis for operators’
or entities ' security programmes under 3.3.1, 3.3.2 and 3.3.3.

33.5 Recommendation.— Each Coniracting State should reguire aperators providing service from that State and
participating in code-sharing or other collaborative arrangements with other operators to notify the appropriate authority of
the nature of these arrangements, including the identity of the other aperators.

3.4 Quality control

341 Each Contracting State shall ensure that the persons implementing security controls are subject to background
checks and selection procedures.

342 Each Contracting State shall ensure that the persons implementing security controls possess all competencies
required to perform their duties and are appropriately trained according to the requirements of the national civil aviation
security programme and that appropriate records are maintained up to date. Relevant standards of performance shall be
established and initial and periodic assessments shall be introduced to maintain those standards.

1/7/11 32
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343 Each Contracting State shall ensure that the persons carrying out screening operations are certified according to the
requirements of the national civil aviation security programme to ensure that performance standards are consistently and
reliably achieved.

344 Each Contracting State shall require the appropriate authority to develop, implement and maintain a national civil
aviation secunty quality control programme to determine compliance with and validate the effectiveness of 1ts national c1vil
aviation security programime.

345 Each Contracting State shall ensure that the mmplementation of secunty measures 1s regularly subjected to
verification of compliance with the national cival aviation securnity programme. The prionities and frequency of monitoring shall
be determined on the basis of nisk assessment carried out by the relevant authorities.

34.6 Each Contracting State shall arrange for security audits, tests, surveys and inspections to be conducted on a regular
basis, to verify compliance with the national ervil aviation security programme and to provide for the rapid and effective
rectification of any deficiencies.

34.7 Each Contracting State shall ensure that the management, setting of prionities and organization of the national c1vil
aviation security quality control programme shall be undertaken independently from the entities and persons responsible for the
implementation of the measures taken under the national civil aviation security programme. Each Contracting State shall also:

a) ensure that the personnel carrying out security audits, tests, surveys and inspections are trained to appropriate
standards for these tasks n accordance with the national crvil aviation security programme;

b) ensure that the personnel carrymg out security audits, tests, surveys and mnspections are afforded the necessary
authority to obtam information to carry out these tasks and to enforce corrective actions;

c) supplement the national civil aviation secunity quality control programme by establishing a confidential reporting
system for analysing secunty mformation provided by sources such as passengers, crew and ground personnel; and

d) establish a process to record and analyse the results of the national civil aviation security quality control programme,
to contribute to the effective development and implementation of the national civil aviation security programme,
mcluding identifying the causes and patterns of non-compliance and verifying that corrective actions have been
implemented and sustained.

348 Each Contracting State concerned with an act of unlawful mterference shall require its appropnate authonty to

re-evaluate secunity controls and procedures and mn a tumely fashion take action necessary to remedy weaknesses so as to
prevent recurrence. These actions shall be shared with ICAQ.

3.5 Air traffic service providers

Each Contracting State shall require air traffic service providers operating in that State to establish and implement appropriate
security provisions to meet the requirements of the national civil aviation security programme of that State.
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CHAPTER 4. PREVENTIVE SECURITY MEASURES

4.1 Objective

41.1 Each Contracting State shall establish measures to prevent weapons, explosives or any other dangerous devices,
articles or substances, which may be used to commit an act of unlawful mterference, the carriage or bearing of which 1s not
authorized, from being introduced, by any means whatsoever, on board an awrcraft engaged in civil aviation.

412 Recommendation.— Each Confracting State should promote the use of random and unpredictable security
measures. Unpredictability could confribute to the deterrent effect of security measures.

4.2 DMeasures relating to access control

421 Each Contracting State shall ensure that the access to awrside areas at awrports serving civil aviation 1s controlled mn
order to prevent unaunthorized entry.

4272 Each Contracting State shall ensure that security restricted areas are established at each airport serving civil
aviation designated by the State based upon a security risk assessment carned out by the relevant national authorities.

423 Each Contracting State shall ensure that identification systems are established in respect of persons and vehicles in
order to prevent unauthorized access to aiuside areas and security restricted areas. Identity shall be venfied at designated
checkpoints before access 1s allowed to airside areas and secunty restricted areas.

424 Each Contracting State shall ensure that background checks are conducted on persons other than passengers
granted unescorted access to security restricted areas of the airport prior to granting access to security restricted areas.

425 Each Contracting State shall ensure that the movement of persons and vehicles to and from the aircraft 1s supervised
1n security restricted areas in order to prevent unauthorized access to amcraft.

426 Each Contracting State shall ensure that persons other than passengers, together with items carried, being granted
access to secunty restricted areas are screened; however, if the principle of 100 per cent screening cannot be accomplished,
other security controls, including but not imited to proportional screening, randomness and unpredictability, shall be applied in
accordance with a risk assessment carried out by the relevant national authorities.

427 Each Contracting State shall ensure that vehicles being granted access to security restricted areas, together with
items contained within them, are subject to screening or other appropriate secunity controls in accordance with a risk assessment
carried out by the relevant national authorities.

428 Recommendation.— Each Contracting State should ensure that identity documents issued to aircraft crew
members provide a harmonized and reliable international basis for recognition and validation of documentation to permit
authorized access to airside and security restricted areas by conforming to the relevant specifications set forth in Doc 9303,
Machine Readable Travel Documents.

429 Recommendation— Each Contracting State should ensure that checks specified in 4.2.4 be reapplied on a
regular basis to all persons granted unescorted access to security restricted areas.

ANNEX 17 41 1/7/11
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4.3 Measures relating to aircraft

431 Each Contracting State shall ensure that aircraft security checks of originating asrcraft engaged in commercial air
transport movements are performed or an aircraft security search is carried out. The determination of whether 1t 1s an aircraft
secunity check or a search that 1s appropriate shall be based upon a security risk assessment carried out by the relevant national
authorities.

432 Each Contracting State shall ensure that measures are taken to ensure that any items left behind by passengers
disembarking from transit flights are removed from the aircraft or otherwise dealt with appropriately before departure of an
aircrafi engaged in commercial flights.

433 Each Contracting State shall require 1ts commercial air transport operators to take measures as appropriate to ensure
that during flight unauthonized persons are prevented from entering the flight crew compartment.

Note— Provisions for security of the flight crew comparmment of aircraft engaged in commercial air transportation are
contained in Annex 6, Part I, Chapter 13, Section 13.2.

434 Each Contracting State shall ensure that an aircraft subject to 4.3.1 is protected from unauthorized mterference
from the time the awrcraft search or check has commenced until the aircraft departs.

435 Recommendation.— Each Contracting State should ensure that security controls ave established to prevent acts
of unlmwiul interference with aircraft when they are not in security restricted areas.

4.4 DMeasures relating to passengers and their cabin baggage

441 Each Contracting State shall establish measures to ensure that oniginating passengers of commercial air transport
operations and their cabin baggage are screened prior to boarding an atrcraft departing from a security restricted area.

442 Each Contracting State shall ensure that transfer passengers of commercial air transport operations and their cabin
baggage are screened prior to boarding an atreraft, unless 1t has established a validation process and contmuously mplements
procedures, in collaboration with the other Contracting State where appropriate, to ensure that such passengers and their cabin
baggage have been screened to an appropriate level at the point of origin and subsequently protected from unauthorized
mterference from the pomt of screening at the ongmatmg atrport to the departing aircraft at the transfer amport.

Note — Guidance material on this issue can be found in the Aviation Secunity Manual (Doc 8973 — Restricted).
443 Each Contracting State shall ensure that passengers and therr cabmn baggage which have been screened are
protected from unauthorized mterference from the pomnt of screening until they board their aucraft. If mixing or contact does

take place, the passengers concemed and their cabin baggage shall be re-screened before boarding an aireraft.

444 Each Contracting State shall establish at an airport measures for transit operations to protect transit passengers’
cabin baggage from unauthorized mterference and protect the mtegnty of the security of the amrport of transit.

445 Recommendation.— Each Contracting State should ensure that practices are established at airports and on
board aircraft to assist in the identification and resolution of suspicious activity that may pose a threat to civil aviation.

4.5 DMeasures relating to hold baggage

451 Each Contracting State shall establish measures to ensure that origmating hold baggage 1s screened prior to bemg
loaded onto an aircraft engaged in commercial air transport operations departing from a security restricted area.

1711 43



130

Chapter 4 Annex 17— Security

452 Each Contracting State shall ensure that all hold baggage to be carried on a commercial aircraft is protected from
unauthorized mterference from the point it 15 screened or accepted into the care of the carrier, whichever is earlier, until
departure of the arrcraft on which 1t 1s to be carried. If the mtegrity of hold baggage is jeopardized, the hold baggage shall be
re-screened before being placed on board an aircraft.

453 Each Contracting State shall ensure that commercial air transport operators do not transport the baggage of persons
who are not on board the aircraft unless that baggage 1s identified as unaccompanted and subjected to appropriate screening.

454 Each Contracting State shall ensure that transfer hold baggage 15 screened prior to being loaded onto an aircraft
engaged in commercial air transport operations, unless it has established a validation process and continuously implements
procedures, in collaboration with the other Contracting State where appropriate, to ensure that such hold baggage has been
screened at the point of origin and subsequently protected from unauthorized interference from the originating airport to the
departing aircraft at the transfer airport.

Note— Guidance material on this issue can be found in the Aviation Security Manual (Doc §973 — Restricted).

455 Each Contracting State shall ensure that commercial air transport operators transport only items of hold baggage
which have been individually identified as accompanied or unaccompanied, screened to the appropriate standard and accepted
for carriage on that flight by the air carrier. All such baggage should be recorded as meeting these criteria and authorized for
carriage on that flight.

456 Recommendation.— Each Contracting State should establish procedures to deal with unidentified baggage in
accordance with a security risk assessment carried out by the relevant national authorities.

4.6 Measures relating to cargo, mail and other goods

46.1 Each Contracting State shall ensure that appropriate security controls, including screenmg where practicable, are
applied to cargo and mail, prior to their being loaded onto an atrcraft engaged in passenger commereial air transport operations.

46.2 Each Contracting State shall establish a supply chain security process, which includes the approval of regulated
agents and/or known consignors, if such entities are involved in implementing screening or other security controls of cargo and
mail.

46.3 Each Contracting State shall ensure that cargo and mail to be carried on a passenger commercial awrcraft are
protected from unauthonized mterference from the point screening or other security controls are applied until departure of the
arcraft.

464 Each Contracting State shall ensure that operators do not accept cargo or matl for carriage on an aircraft engaged in
passenger commercial air transport operations unless the application of screening or other security controls is confirmed and
accounted for by a regulated agent. or such consignments are subjected to screening. Consignments which cannot be confirmed
and accounted for by a regulated agent are to be subjected fo screening.

46.5 Each Contracting State shall ensure that catering, stores and supplies intended for carmage on passenger
commercial flights are subjected to appropriate security controls and thereafier protected until loaded onto the atreraft.

466 Each Contracting State shall ensure that merchandise and supplies introduced mto security restricted areas are
subject to appropriate security controls, which may mclude screenmg.

467 Each Contracting State shall ensure that security controls to be applied to cargo and mail for transportation on
all-cargo aircraft are determined on the basis of a secunity risk assessment carried out by the relevant national authorities.
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4.7 DMeasures relating to special categories of passengers

471 Each Contracting State shall develop requirements for air carriers for the carriage of potentially disruptive
passengers who are obliged to travel because they have been the subject of judicial or admimstrative proceedings.

Note — Guidance material on this issue can be found in the Aviation Security Manual (Doc 8973 — Restricted).

472 Each Contracting State shall ensure that operators providing service from that State mclude m their secunty
programmes, measures and procedures to ensure safety on board their aircraft when passengers are to be carried who are
obliged to travel because they have been the subject of judicial or admunistrative proceedings.

473 Each Confracting State shall ensure that the aircraft operator and the pilot-in-command are informed when
passengers are obliged to travel because they have been the subject of judicial or administrative proceedings. in order that
appropriate security controls can be apphied.

474 Each Contracting State shall ensure that the carriage of weapons on board aircraft, by law enforcement officers and
other authorized persons, acting 1n the performance of their duties, requires special authorization i accordance with the laws of
the States involved.

475 Each Contracting State shall consider requests by any other State to allow the travel of armed personnel, mcluding
wn-flight secunty officers, on board amcraft of operators of the requesting State. Only after agreement by all States mvolved
shall such travel be allowed.

4.7.6 Each Contracting State shall ensure that the carriage of weapons m other cases 1s allowed only when an authonized
and duly qualified person has determined that they are not loaded, if applicable, and then only if stowed in a place inaccessible
to any person during flight time.

477 Each Contracting State that decides to deploy in-flight security officers shall ensure that they are government
personnel who are specially selected and trained, taking mto account the safety and security aspects on board an aircraft and
deployed according to the threat assessment of the competent authority. The deployment of such officers shall be coordinated
with concerned States and kept strictly confidential.

4.7.8 Each Contracting State shall ensure that the pilot-in-command is notified as to the number of armed persons and
their seat location.

4.8 Measures relating to the landside
Recommendation.— Each Contracting State should emsure that security measures in landside areas are established to

mitigate possible threats of acts of unlawful interference in accordance with a risk assessment carried out by the relevant
authorities.

4.9 Mleasures relating to cyber threats

Recommendation.— Each Contracting State should develop measures in order to protect information and communication
technology systems used for civil aviation purposes from interference that may jespardize the safety of civil aviation.
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