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ABSTRACT

This thesis aims to examine the emerging form of transnational crime
represented by call center gangs, which have rapidly spread across Southeast Asia. This
phenomenon is a consequence of technological and communication advancements
in the digital age. Call center gangs exploit online platforms to deceive victims across
borders, resulting in financial losses and threats to the security of individuals in
multiple countries—particularly among vulnerable groups such as the elderly and
those lacking digital literacy. The complexity of this issue is compounded by its
connections to human trafficking, forced labor, and illegal border crossings, making it
difficult for law enforcement agencies in many countries to address the problem
effectively. The study finds that although ASEAN member states have taken steps
toward cooperation—such as implementing the ASEAN Cybersecurity Cooperation
Strategy and signing various declarations—there remains a lack of a specific multilateral
convention that clearly outlines joint legal measures to prevent and suppress call
center scams. Furthermore, disparities in economic development and legal systems
among member countries pose significant challenges to the implementation of
regional measures. Accordingly, this thesis proposes that the Association of Southeast
Asian Nations (ASEAN) develop a multilateral convention focused on the prevention
and suppression of transnational crimes committed by call center gangs. This
convention should establish shared legal standards, including provisions for cross-
border investigations, victim protection, the tracing and confiscation of crime-related
assets, and effective incorporation of these measures into each member state’s

domestic legal system. In addition, the thesis recommends the establishment of a



neutral and widely accepted regional central agency to act as a coordination
mechanism, intelligence repository, and body for monitoring transnational
prosecutions. Such an initiative would significantly strengthen ASEAN’s capacity to

address call center scams in a sustainable and concrete manner over the long term.

Keywords: Transnational Crime, Call Center Gangs, ASEAN, Legal Measures
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2565) <https://talatphlu.metro.police.go.th/wp-content/uploads/2022/12/A ' e U o aA U 8310
91 INTINIUIR.pdf> Fuduidle 14 wAInieu 2566.

? uasivs auiiile warsIsuIng meongausIIL. @ InsIutuYIR: MslddnsnsinUasuvese1veing
Pusadeuwaznguussmaglsungiuean.” 1959753912791 e uar IA TN 1manslsuse g soes1599
, 17(2), 137-152.
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oulsssevinedaanyaaa guru whegsna wardguia viasidlan Tuseg, 3ifde, Tandtmd GAfide,
22 WeEAn18U 2567) <https://th.wikipedia.org/wikilanATnil> duduidle 18 waun1au 2568.

“ Law for ASEAN, ‘@ndgununisdanistdeynietvgyinssuleiuas’ (Law for ASEAN, 2 §u1au 2565)

<https://lawforasean.krisdika.go.th/File/files/cybersecurity dec2.pdf> dududle 14 WEAINGU 2566.


https://th.wikipedia.org/wiki/%E0%B8%81%E0%B8%B2%E0%B8%A3%E0%B8%AA%E0%B8%B7%E0%B9%88%E0%B8%AD%E0%B8%AA%E0%B8%B2%E0%B8%A3
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https://lawforasean.krisdika.go.th/File/files/cybersecurity_dec2.pdf
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11 57 Visusnginiaeidonsfusenidedld (Southeast Asian Region) @iy
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QHNIANTAILLANFIIUINUEY Hanadudoi Tausssy Mmaun wazaw laeussne
deuduluginailddnissungudaiuaaulsssmpuisodony uoondodd
(Association of Southeast Asian Nations) U391Au01L@8u 139 ASEAN Community 7l
Wunssudafiddly 3 dundn 9 daedu fe drudszrinuautiuas n3e ASEAN

Security Community (ASC) ﬁwuﬂsmmumwgﬁﬂ 7138 ASEAN Economic Community

> 9195y Inssunaleiues (Cyber Crime) nunedia (1) iWunismasanasnaniintuvulanseulaiyn
Uszunn Ve iules unasvesuludvaliiie woundinduuulnsdwillofiolusng, , 3510w vigeds, Sedlnd
faninfidal “ermgyinssumslaives” $3nld. Jestudelunnidwnie, Thai PBS 23 nuaiwus 2566,

https://www.thaipbs.or.th/now/content/68 (8 NSNHIAN 2567) waz/n3e (2) Wunsnsgsiheuiiania

ngminelagldnenfinnesvisgunsaldidnnsedndidued esdiolunisneliAnanuidemenaz/vie
wawmaaUstlesidumlnefiseudenguune ensgnssulevosansanfintuluvaisguhuy Wy n1s
laudiszuuneuiines 1a% WUsag, §ATad auysal, ‘5 1 lanazasenin “ervginssundlaives”
(Cybercrime) Y'aan'un’sa natrulna 63’ (Chulalongkorn University, 25 a a1A 8 2566)
<https://www.chula.ac.th/news/138291/> Aufuiile 8 nsngnas 2567.

iail Ussiamuesensgnssumdlaiued Siamun 10 Yszian Ysznaudae: 1. Abusive Content (ol
Judeanain) 2. Availability (nMslanfianmaunsenldanuvesszuy) 3. Fraud (Msdeaa delnise
vasnanitenaustlevy) 4. Information Gathering (AUNYIBIUTIVTINTBYAVBITFUU) 5. Information
Security (M3idanseldsunvasuilodeyadidglagluld$uenan) 6. Intrusion Attempts (A271
WY INFUNFAEITZUY) 7. Intrusions (MM3YnInn3eLnzsyuuladia) 8. Malicious Code (IUswnsulyl
flsswasd) 9. Vulnerability (Weslwiniedounnsesiiintulaslaisisla) uay 10. Other (foanAuiu
uenileandifmualidredu): Waag, 351 nigeds, “Feslnddnitiiaal “orvginssumaluiues”
57l i eesn uaslu an wineg o’ (Thai PBS, 23 nua1In us 2566)

<https://www.thaipbs.or.th/now/content/68> duduile 8 N3NHIAU 2567.


https://www.chula.ac.th/news/138291/
https://www.thaipbs.or.th/now/content/68

(AEC) wagauUsev1dennlas TRIusIsu 13e ASEAN Socio-Cultural Community (ASCC)®
e TureluA Do g sund eaunauUss v Anisedons Tusanideslsd (The
Association of Southeast Asian Nations)” Iifinisiiulanuufnnselanvslumneluladitia
(Digital technology) §519° (Business) kagdnauidie’ (E-commerce) Fauunuszmely
pimeedeuldiinisidenlesiumeiuaialsenoufunsiianssuuadnalunisang
arwfuas AmusaFesniaasusia wasmadenlownedsay Snitamneduasughaasing
Jaainsdndudn n1siuinis nsasu n1sadeudiedunuluendewhldiaitadu tn
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was Aneinusifransunidude a1vINguUIeeIyIazIYYIINYT AnSAansLaslfmans
WNINYIRBYIN, 2562).
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A.A.2017'" (ASEAN Declaration to Prevent and Combat Cybercrime)'? 5ﬂ1uﬂﬁiﬂizﬁqu
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" Law for ASEAN, ‘Ufjayayrendeuinsienisdesiuiassasiuenvginssulaiues wasuninsizi
nganelnefifertes (2566) Law for ASEAN Journal,
<https://lawforasean.krisdika.go.th/Content/View?ld=349&Type=1> dududle 14 NHAIN1YU 2566.
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Organized Crime-UNTOC) Ailamuuaa1de1uiazaAumingueifiin “oennsengginssu”
1
1. nguo¥yINsNInnsludnuazesdns® (Organized Criminal Group) vianeis

nquiin1sdnlassadasenaudsuananiud 3 autuluianssegidussesiamilawagnd

*2 The United Nations Office on Drugs and Crime (UNODC), Legislative Guides for the
Implementation of the United Nations Convention against Transnational Organized Crime and the
Protocol Thereto, New York, 2004

Article 2 Use of terms for the purposes of this Convention:

(a) “Organized criminal group” shall mean a structured group of three or more persons,
existing for a period of time and acting in concert with the aim of committing one or more serious
crimes or offences established in accordance with this Convention, in order to obtain, directly or
indirectly, a financial or other material benefit ;

(b) “Serious crime” shall mean conduct constituting an offence punishable by a maximum
deprivation of liberty of at least four years or a more serious penalty ;

(c) “Structured group” shall mean a group that is not randomly formed for the immediate
commission of an offence and that does not need to have formally defined roles for its members,
continuity of its membership or a developed structure ;

(d) “Property” shall mean assets of every kind, whether corporeal or incorporeal, movable
or immovable, tangible or intangible, and legal documents or instruments evidencing title to, or
interest in, such assets ;

(e) “Proceeds of crime” shall mean any property derived from or obtained, directly or
indirectly, through the commission of an offence;

(f) “Freezing” or “seizure” shall mean temporarily prohibiting the transfer, conversion,
disposition or movement of property or temporarily assuming custody or control of property on
the basis of an order issued by a court or other competent authority; Annex | United Nations
Convention against Transnational Organized Crime 6

(g) “Confiscation”, which includes forfeiture where applicable, shall mean the permanent
deprivation of property by order of a court or other competent authority;

(h) “Predicate offence” shall mean any offence as a result of which proceeds have been
generated that may become the subject of an offence as defined in article 6 of this Convention ;

(i) “Controlled delivery” shall mean the technique of allowing illicit or suspect

consignments to pass out of, through or into the territory of one or more States, with the knowledge
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and under the supervision of their competent authorities, with a view to the investigation of an
offence and the identification of persons involved in the commission of the offence.

(j) “Regional economic integration organization” shall mean an organization constituted by
sovereign States of a given region, to which its member States have transferred competence in
respect of matters governed by this Convention and which has been duly authorized, in accordance
with its internal procedures, to sign, ratify, accept, approve or accede to it; references to “States
Parties” under this Convention shall apply to such organizations within the limits of their
competence.

? uans1e JunsINT, WININIINNNYNNIEYUTEUIUN IS TUUALUTIVYTINN 1T Y

AnefinustidansumUnga, unningidewiiinaie, 2558), 20.
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60.
*® Article 3 - Scope of Application for the purposes of this Article, an offence is transnational in
nature if:

(a) It is committed in more than one State;

(b) It is committed in one State but a substantial part of its preparation, planning, direction,
or control takes place in another State;

(0) It is committed in one State but involves an organized criminal group that engages in
criminal activities in more than one State; or

(d) It is committed in one State but has substantial effects in another State.
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https://www.tijthailand.org/area_of_work/detail/2

17

SnuaiallesdnsenvginssudumAinsiuiituanaeduiusuisesne endi Wy
nauLAenNA nauIARUSAIY uaznguiinan v Asiy Wusy 2 Taenguuilesig o
wientlasifnunesuuetsiindrendatu

1. ﬁmsaui’iwﬁmLﬁaﬂizﬂauqiﬁﬁ]ﬁmﬂgwmw%maLﬁuqsﬁaqﬂﬂawmmm
seiBnsiidena

2. IngidnflannBndesUfiR msazidangdeviusia o 9NAIVHOLINAAYIA
UL Bsenaadesnsdansgnsee

v v (({j v o

3. flasasaiidudsutulaeaneveadusymasfusammuasums @aunimn
wazAIUWUIINHATNLS
4. S mnedaaulunisuasnalsglovimaasvgiadumdn lnegwnuin
gIfaRangmnefinuesiinuTenn dunsumamnsnnanazanunmludsauuos
sesforanannlunends
5. ldyns38ns 9 LilovenenaanaulanuieaumAndwesraulngvuy
dnwnen Tauuu Mandaeldausuusiing o eliussquimine
6. vgsRavaRRAngmINELazY NNQuIIBAIUE U Ll atsatuayugsAafiAn
VINEveIRL LHu thiiuanmsmeandmnaslunaiandnminditereniu iy
7. inmsuSushegnasananluFeanaluladlaiafnduaraunsaiild endi asld
Taneeulatifurdosilelunisuszneusivgnssuguuuusng q (Shaw, 2008)
2.3.2 Uuuura@wINTIItNYIRtunIsnssinludnvuzveuivnoatunas
wRsnoaifunesansaieldidusuuuuni wesesdnsorvgyinssuifidnuas
Feouleatudamsuuau Tnsnngludnvasduedoreifinedadogadussuy Snsuls
wihiifuyhegadniaulaeilasaiisndeosdnsgsiaouiissuuiuioulazduntng

v

mlsannnisnaenaislsenvu gnsevhanuRadiwinandnuasuwlasiimulasueudiaduy

v A 6

WA SgnseasAnInanguineieliindevande JULUUNIINTEINAURAGIEINTT

)

Wasuulasegnaaaatieanndnuldeainn1gnivnuiazinniud lngainudenie

Anduliieusdmansenudewmtoluduasugialaensayiniy mnuwididamasan nanual

2 dnn3uns dewdad, ‘ovginssudiund seananulvenavendew’ (2565) 21557598895
238 <https://ipsr.mahidol.ac.th/wp-content/uploads/2022/03/447-IPSR-Conference-A15-
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https://ipsr.mahidol.ac.th/wp-content/uploads/2022/03/447-IPSR-Conference-A15-fulltext.pdf
https://ipsr.mahidol.ac.th/wp-content/uploads/2022/03/447-IPSR-Conference-A15-fulltext.pdf
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fraud.html> Auduile 27 unsias 2567.

T dnsned Amnulanay, ‘enuRagiudelng: Anwvinsdniswasnalimialvsdwii hpeadunes)’ (2565)
14(2) M3aFITeuaziaLn uninendeswiginuaniadinszen <https:/so06.tci-
thaijo.org/index.php/rdibsru/article/view/255877> Audiuiile 18 wmn1au 2568.

% Research Cafe, ‘01wgnssuuineadunes’ <https:/researchcafe.tsri.or.th/call-center-crime/>

duAuile 1 NUAMUS 2567.


https://www.bot.or.th/th/satang-story/fraud/card-fraud.html
https://www.bot.or.th/th/satang-story/fraud/card-fraud.html
https://so06.tci-thaijo.org/index.php/rdibsru/article/view/255877
https://so06.tci-thaijo.org/index.php/rdibsru/article/view/255877
https://researchcafe.tsri.or.th/call-center-crime/
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*% What is phishing | Attack techniques & scam examples | Imperva’ (Imperva)
<https://www.imperva.com/learn/application-security/phishing-attack-scam/> accessed 17

February 2024.


https://www.imperva.com/learn/application-security/malware-detection-and-removal/
https://www.imperva.com/learn/application-security/ransomware/
https://www.imperva.com/learn/application-security/ransomware/
https://www.imperva.com/learn/data-security/sensitive-data/
https://www.imperva.com/learn/application-security/phishing-attack-scam/
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>t gafing, ‘Phishing Aeexrls Jesuee1als’ (ThaiCERT, 15 dwinew 2566)
<https://www.thaicert.or.th/phishing-awareness.html(> duduile 8 nINNIAL 2567.

52 |fig9na.


https://www.techtarget.com/searchsecurity/tip/How-social-engineering-attacks-have-embraced-online-personas
https://www.techtarget.com/searchsecurity/tip/How-social-engineering-attacks-have-embraced-online-personas
https://www.thaicert.or.th/phishing-awareness.html
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>> UNODC, Transnational Organized Crime in Southeast Asia: Evolution, Growth and Impact (2019),
available at: <https://www.unodc.org/> accessed 5 July 2024.
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Channel, <https://justicechannel.org/listen/cybercrime/callcentergang> L%hﬁda'ﬁ?jm 18 uns1AY

2567.



https://justicechannel.org/listen/cybercrime/callcentergang
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Sustainability, <https://sustainability.ais.co.th/th/update/aunjai-cyber/795> dudwile 18 unsay
2567.

% | fig8s.

5 g8,

% UNODC, Transnational Organized Crime in Southeast Asia: Evolution, Growth and Impact

(2019) 27-29.


https://sustainability.ais.co.th/th/update/aunjai-cyber/795

24

Jananeiduasedlondniivaglivensnansynuvesorveynssugdannluaninsldegesinga

bbEIZ I ULLIN

2.4 wuannuAaganuavgyInssudurAnduiedennuduainsalninea

<@ 4
LYULADI

2.4.1 wwnanuAaineatuamglunisnssinanuiavesuisnoatunes

wwrmuAalunisdnwiwazyiadiud1laannnlun1snsgmainuid aves

'
I |

wisreaiumesaiunsauedlaainuatayunes Tulagiud 2 wwmnudsddgynlaesuist
AgUeIe T INTIIIIR il
2.4.1.1 WWIANUAANINATHSANENTVBIBIYYINTTY
wwIeLAAILATIgAARTveseTa Tl AR T Ulae AT ugaansy
w3 Gary S. Becker @l@§useTaluiuamvnasusamant lnslwaueiinisiadula

nszvhauinvesyanadlyiiewmaveswswmdandunglunisaniniindounisdanuvinty

'
= =% a o o

mnusilunavresnsdndulaniivelnadadaiunsiwinsuuuaziaysslerinaasegia

q

(% [
v

flonaldsuannisnssvhauiintu 4 el Becker 53y yamaazidennsyinanuiiaglo
Usglordinaninagldsuiidnnnnianudemefienafisi uainnisgnadnslumg
ngvane o1vanslalignsevianuiiadlfmema wiiudfivsediuinanuidssvesnisgn
Funu Fuyuuesnisgnading) dudisdesniraneuuuiilédsuannianssshenisfio
wuAndgminldlienesinginisaives ufsneadumes nanfe nquetang
wanilsndndufanssludnvasiaiotiedund Tasdidmnelunsuasnaayselong
yaassgiaunmsasnalivieseisnmsmanaluladlagliinsugngnisnieniw wags
Temagniunursudniiiesninguassaduiunsiuramanazvinaiuiuiiessning
Uszina nelAuunfnues Becker wyinssuvasuisnoalduimaiisamnsonasindunadns
Y9915 “amu” AdenuduAmaATygeans nande dunuveanisnszsiinuiEne leun

AgUnsalmalulad A1919ETINVUIUNT UaAULEEIRINNTYNTUNY Dednduilaifiguiy

NARBUWMUTIILIINTIRalFanmEeaeTe wazBlulssmaning e oukenIenIs

>% Gary S. Becker, ‘Crime and Punishment: An Economic Approach’ (1968) Journal of Political

Economy 76(2): 169-217.
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% United Nations Office on Drugs and Crime (UNODC), Transnational Organized Crime in
Southeast Asia: Evolution, Growth and Impact (2019), available at: https://www.unodc.org/
accessed 25 December 2024.

¢! Patricia L. Brantingham and Paul J. Brantingham, “Nodes, Paths and Edges: Considerations on
the Complexity of Crime and the Physical Environment,” Journal of Environmental Psychology

13, no. 1 (1993).
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62 paul J. Brantingham and Patricia L. Brantingham, Environmental Criminology, (Beverly Hills: Sage
Publications, 1981).

8 United Nations, “UNITED NATION CHARTER”, Article 1 The Purposes of the United Nations are: 1.
To maintain international peace and security, and to that end: to take effective collective measures
for the prevention and removal of threats to the peace, and for the suppression of acts of
aggression or other breaches of the peace, and to bring about by peaceful means, and in conformity
with the principles of justice and international law, adjustment or settlement of international

disputes or situations which might lead to a breach of the peace;
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2.To develop friendly relations among nations based on respect for the principle of equal
rights and self-determination of peoples, and to take other appropriate measures to strengthen
universal peace.

3.To achieve international co-operation in solving international problems of an economic,
social, cultural, or humanitarian character, and in promoting and encouraging respect for human
rights and for fundamental freedoms for all without distinction as to race, sex, language, or religion;
and

4. To be a centre for harmonizing the actions of nations in the attainment of these

common ends.
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> Edwin H. Sutherland, White Collar Crime (New York: Dryden Press, 1949), 9.
% Gilbert Geis, “White-Collar and Corporate Crime,” in The Oxford Handbook of Criminology, 3rd
ed., ed. by Mike Maguire et al. (Oxford: Oxford University Press, 2002) 981-1010.
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* “History’ (INTERPOL) http://www.interpol.int/en/About-INTERPOL/History accessed 7 March
2024.
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! European Commission, ‘EU Strategy to Tackle Organised Crime 2021-2025’ (Brussels: European
Commission, 2021), available at: <https://ec.europa.eu/home-affairs/eu-strategy-tackle-organised-
crime-2021-2025_en> accessed 16 May 2025.

" ENISA, ‘ENISA Mandate and Mission’ (2020), <https://www.enisa.europa.eu/about-enisa>
accessed 16 May 2025.
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URINYIREIINAERNS. 911 93.

" European Commission, 'The EU’s Cybersecurity Strategy for the Digital Decade' (JOIN(2020) 18
final, 16 December 2020) <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=JOIN:2020:18:FIN>
accessed 27 June 2024.
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> European Commission, 'Communication on a Cybersecurity Strategy of the European Union —
An Open, Safe and Secure Cyberspace' <https://bit.ly/2YrH1kl> accessed 24 April 2024.
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8 ASEAN Secretariat, ASEAN Plan of Action to Combat Transnational Crime (2016-2025) (Jakarta:
ASEAN Secretariat, 2016) 2.
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101 Scamwatch, ‘Wangiri Scam — Missed Call Scams,” <https://www.scamwatch.gov.au> accessed
May 19 2025.

192 Ofcom, “Tackling Nuisance Calls and Messages,” <https://www.ofcom.org.uk/phones-telecoms-
and-internet/information-for-industry/policy/tackling-nuisance-calls-messages> accessed July 6

2025.
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195 The Information Commissioner’s Office (ICO) and Ofcom Nuisance calls and messages,

Update to ICO-Ofcom joint action plan 2021.
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1% “Philippine National Police Anti-Cybercrime Group’ (PNP-ACG)
<https://www.cybersecurityintelligence.com/philippine-national-police-anti-cybercrime-group-
pnp-acg-4731.html> accessed May 27 2024.

97 AFP, “Hundreds Rescued from Philippines Scam Center—Police,”
<https://manilastandard.net/news/314426243/hundreds-rescued-from-philippines-scam-center-
police.html> accessed March 15 2024.
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"% United Nations Office on Drugs and Crime (UNODC), United Nations Convention against
Transnational Organized Crime and the Protocols Thereto, Articles 5-8 (2004),
<https://www.unodc.org/unodc/en/organized-crime/intro/UNTOC.html(> accessed July 6 2025.
! United Nations Convention Against Transnational Organized Crime. Article 12-14.

"2 United Nations Convention Against Transnational Organized Crime. Article 24-25.

' United Nations Convention Against Transnational Organized Crime. Article 16.

" United Nations Convention Against Transnational Organized Crime. Article 18.
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ETS No. 030, 1959.

2 Ibid, Articles 4-7.

' Ibid, Articles 5.
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1% Directive 2014/42/EU of the European Parliament and of the Council of 3 April 2014 on the
freezing and confiscation of instrumentalities and proceeds of crime in the European Union,

Official Journal of the European Union, 2014.
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%" Directive 2014/41/EU of the European Parliament and of the Council of 3 April 2014 regarding
the European Investigation Order in criminal matters, OJ L 130, 1 May 2014, 1-36.
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128 “Who does the data protection law apply to?’ (European Commission)
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%% Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on
attacks against information systems and replacing Council Framework Decision 2005/222/JHA,
Official Journal of the European Union, L 218, 14 August 2013, 8-14, <https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32013L0040> accessed July 6 2025..
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P! “The Directive on security of network and information systems (NIS Directive)’ (Europa)
<https://ec.europa.eu/digital-singlemarket/en/network-and-information-security-nis-directive>
accessed 22 May 2024.
132 “An Overview of the Main Changes under GDPR and How They Differ from the Previous
Directive’ (EU) <https://www.eugdpr.org/keychanges.html> accessed 23 May 2024.
'* Directive (EU) 2016/1148

Article 3 Without prejudice to Article 16(10) and to their obligations under Union law,
Member States may adopt or maintain provisions with a view to achieving a higher level of
security of network and information systems.
% Directive (EU) 2016/1148

Article 14 1. Member States shall ensure that operators of essential services take
appropriate and proportionate technical and organisational measures to manage the risks posed
to the security of network and information systems which they use in their operations

3. Operators of essential services shall notify, without undue delay, the competent
authority or the CSIRT of incidents having a significant impact on the continuity of the essential

services they provide.
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'* Directive (EU) 2016/1148

Article 14 1. Member States shall ensure that digital service providers identify and take
appropriate and proportionate technical and organisational measures to manage the risks posed
to the security of network and information systems which they use in the context of offering
services referred to in Annex Il within the Union. Having regard to the state of the art, those
measures shall ensure a level of security of network and information systems appropriate to the
risk posed, and shall take into account the following elements:

(a) the security of systems and facilities;

(b) incident handling;

(c) business continuity management;

(d) business continuity management;

(e) compliance with international standards.

3. Member States shall ensure that digital service providers notify the competent
authority or the CSIRT without undue delay of any incident having a substantial impact on the
provision of a service as referred to in Annex lll that they offer within the Union. Notifications
shall include information to enable the competent authority or the CSIRT to determine the
significance of any cross-border impact. Notification shall not make the notifying party subject to
increased liability.

10. Without prejudice to Article 1(6), Member States shall not impose any further security

or notification requirements on digital service providers.
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' Directive (EU) 2016/1148

Article 7 1. Each Member State shall designate one or more national competent authorities
on the security of network and information systems covering at least the sectors referred to in
Annex Il and the services referred to in Annex IIl.

2. Each Member State shall designate a national single point of contact on the security of
network and information systems.

3. Each Member State shall designate one or more CSIRTs (Computer Security Incident
Response Teams) responsible for handling risks and incidents for the sectors and services referred
to in paragraph 1.

" Directive (EU) 2016/1148

Article 10 1. The Cooperation Group shall support and facilitate strategic cooperation and
the exchange of information among Member States and shall develop trust and confidence
amongst them.

2. To that end, the Cooperation Group shall have the following tasks:

(a) provide guidance on the implementation of this Directive;

(b) assist Member States in building capacity;

(c) exchange best practices on the identification and notification of incidents;
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(d) discuss capabilities and preparedness of Member States;

(e) exchange information and cooperate on awareness-raising and training;

(f) exchange information on research and development;

() identify emerging risks and threats;

(h) discuss the modalities for reporting incidents;

(i) collect best practices on public-private partnerships;

(j) support Member States in reviewing national strategies;

(k) cooperate with relevant Union institutions, bodies, offices and agencies.
"® Directive (EU) 2016/1148

Article 19 Member States shall ensure that competent authorities, single points of contact
and CSIRTs ensure the confidentiality of the information and data which they receive in the course
of carrying out their duties and functions. The obligation of professional secrecy shall apply to all

persons who work or have worked for the competent authorities or CSIRTs.
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¥ Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022
on measures for a hisch common level of cybersecurity across the Union, amending Regulation (EU)
No 910/2014 and Directive (EU) 2018/1972 and repealing Directive (EU) 2016/1148 (NIS2 Directive),
Official Journal of the European Union, L 333, 27 December 2022, pp. 80-152 <https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022L.2555> accessed 6 July 2025.
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3. General Data Protection Regulation - Regulation (EU) 2016/679
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19 General Data Protection Regulation

Article 5 — Principles relating to processing of personal data Personal data shall be:

(@) processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, faimess and transparency’);

(b) collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is necessary
(‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data (‘integrity and

confidentiality”).
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! General Data Protection Regulation

Article 33 - Notification of a personal data breach to the supervisory authority

In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware of it, notify the personal data breach
to the supervisory authority (...), unless the personal data breach is unlikely to result in a risk to
the rights and freedoms of natural persons.
12 General Data Protection Regulation

Article 83 - General conditions for imposing administrative fines

Administrative fines up to €20 million, or in the case of an undertaking, up to 4% of the
total worldwide annual turnover of the preceding financial year, whichever is higher, may be

imposed depending on the nature, gravity and duration of the infringement.
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'3 Directive (EU) 2015/849 — Anti-Money Laundering Directive (AMLD)
Article 13 — Customer Due Diligence Measures

“Member States shall require obliged entities to apply customer due diligence measures...
when establishing a business relationship, carrying out occasional transactions above a threshold,
or where there is suspicion of money laundering or terrorist financing.”
' Directive (EU) 2019/1153 — Access to Financial Information
Article 5 — Direct Access to Bank Account Information
“Member States shall ensure that the competent authorities have direct access to bank account
information held in the centralised bank account registers.”
' Directive 2002/58/EC — ePrivacy Directive
Article 5 — Confidentiality of the Communications
“Member States shall ensure the confidentiality of communications and the related traffic data
by means of a public communications network...”
18 Directive 2002/58/EC — ePrivacy Directive
Article 15 - Exceptions
“Member States may adopt legislative measures to restrict the scope of the rights and obligations...
when such restriction constitutes a necessary, appropriate and proportionate measure to safeguard
national security... or for the prevention, investigation, detection and prosecution of criminal

offences...”
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9 *ASEAN Declaration to Prevent and Combat Cybercrime’ (ASEAN Secretariat)

<https://asean.org> accessed 6 July 2025.
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> The Communication Act 2003, Section 128, 129, 130
' The General Conditions of Entitlement.
> Ofcom, Quick easy and reliable switching: Statement on changes to the General Conditions. 17

April 2024.
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Wanalal’s

6 SEC. 2. Declaration of Policy. - The State recognizes the vital role of information and
communications industries such as content production, telecommunications,
broadcasting, electronic commerce, and data processing, in the nation’s overall social and
economic development. The State alsorecognizes the importance of providing an
environment conducive to the development, acceleration, and rational application and
exploitation of information and communications technology (ICT) to attain free, easy, and
intelligible access to exchange and/or delivery of information; and the need to protect and
safeguard the integrity of computer, computer and communications systems, networks, and
databases, and the confidentiality, integrity, and availability of information and data stored therein,
from all forms of misuse, abuse, and illegal access by making punishable under the law such

conduct or conducts. In this light, the State shall adopt sufficient powers to effectively prevent
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and combat such offenses by facilitating the detection, investigation, and prosecution at both
the domestic and international levels, and by providing arrangements for fast and reliable

international cooperation.
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<https://www.unodc.org/roseap/uploads/documents/Publications/2023/TiP_for FC Policy Report
.pdf> accessed 6 July 2025.

'8 Global Anti-Scam Alliance (GASA),

Research <https://www.gasa.org/research> accessed 15 December 2024.
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Phone call scams are common
in Thailand, Hong Kong, & Malaysia

Q scAmaDVISER GASA

Email Text/SMS Chat App
China 11 nnnnn i
Hong Kong llll III'III llllll
India 11T § i i
Indonesia IIII i IIIIIII IIIIIII
Japan innnnl ¢ (111 ] il
Malaysia (1] 1] (I i
Pakistan III ‘h: Illll Illl
ippnes  EENEN NARE  NENENNNN T
s NNNEN  NEEE  NNNNENE  NENEEEE
South Korea IIII 11 IIIIIIII IIII
Taiwar TTTREEE T T
Thailand (] ] 1110 innnnn (111
Vietnam 1l RERER I innnna

@ Text/SMS Messages are common in the Philippines, South Korea, Hong Kong & Indonesia

Through which communication channel(s) did scammers approach you in the last 12 months? * One block represents 10%

AR 4.1 %@mﬂaaﬁamﬂ Scam Adviser kaz Global Anti-Scam Alliancce
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wieluladfldatiuayunisnszvianuin Seaonadesiuteyavesdinauinmgnssumis
Bidnnsefind (ETDA)'™ 71991 T 2566 (A.7.2023) Usemelnedinandayiudelavo sy

N15Maena1Inle Social Engineering!® Tudududu 9 vosiaana1u uiiraaduinesiy

17 drilnauiniugsnssuniadidnnsedngd (ETDA), sneaiudeanaumslauesuszsnl 2566 (2566)

<https://www.etda.or.th> uduiile 14 uinay 2567.

180 Social Engineering 1anefie Social Engineering Attacks (3rnssudsau) wuneds watanislauinig
lgiuainigdsnisidideyanievaydvendmuier1uisn1misdningraienisnaenlinidalali
Wmnevasde LﬂuLMﬂﬁﬂﬂﬁiamawisawa%ﬁﬁaﬂ%‘lwgLL?iﬂma‘i‘ L.%&miﬁdﬂLﬂumﬂﬁmﬁiﬂﬁ?}ﬂﬁ]wwé
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1. Hybrid warfare iJuasasuiildnisnaunaiuiuvenas sadofiunanmaluladuuuiiuuas
walulaglugvuuulndazldisdnydnlanywd wu nsuasednivasy NSUNSNUBINNTLEoNAalAEEs
Uszrdulneuaviinlddedsnueaulaiiduesole

2. Soft Power 11370 wwaAnfiwaulaglawnl wed Joseph Nye) uvsuminendsensisa 14lu
nsasuulasuazadidvsnadenuAnvesdsnuuazysanvuluussmang S]Imamﬁ’w%’wmmﬁugm
3 Uszns oA Tausssu (culture) mduunisnisified (political values) wazuleuran1auszmne (foreign
policies) uMsvenedvSHa nstUasuuUatmnAn Msvilvigauiidauson viemaiudsundamgfngsu
voufau Tnelallaldguradsdunuuida (Hard Power)

3. Disinfodemic n15Uatdaudayalnszuin Fransnanuvatlandoldldionu Tnewdnnisud
Pastagasiennuduuddilsuansideya winisiadeudeyalugalsaszuianduinlifiinainy
douneatliliuiy dmaredunsevestinuasanuduaueaniuvesiauld

4. Infodemic 1%%@5@mssgmmaﬁa;ﬂaﬁjnmiﬁlﬂgﬂéfad aaaedeu wiedadewieriulse
Aadolialalsun wie COVID-19 Tngtinannissaumasssddefufe Information (¥17d13) uay
Epidemic (N1558U1A) N1358UIAY09704aU1381T U8 amwmmmuﬁumaﬁayjaﬁLLWﬁ'ﬂisma
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Uszinalnednisuddlassadrsmsujoaeui daau lnednazdl “Wavdiaiedie” o

srsUsEna (Fume Weus nioaudud) aduanuiifiqudufoins uasd “winau

Uangane” dsdnlngiiinduaulnevidesnssnafiyaniuningldadossumiilngdusim

wieneluussina wagdl “wiih Mduidndadsh suleuldu sawds “nguatuayusiy

walulad” fineeguastuu Voice over IP (VoIP)'®! wieusumwdladuususnammingnuss e
4.1.2 Usznaladulud

[y

HaUtuddunislulsamaanninondeuiirdundyfudgmensanssuduw il
sUuuuvesufseaiunesedratudu TnslowzilofinnsaniwiunesUsamanilasaing
LAY AMUVUTNT (Service-Based Economy) wasidumugnaiagsna BPO (Business
Process Outsourcing) 5zsulan'® Hdududiiynainsfidanuaimisosunudnguuas
welulafuaunnihlinguemgnsldgaudesanariduedosdoatuayunisiags “gud
naonals” vie call center Uaauluvssina Feiianisuasnarimaiiosvesnuienas
3129978 Tglanizy1adu 1nmald uardyu delursdinunmennsiautudls
fifumnsnduasnatesulfoinsneadunesfinngrune Suindsegluneulafifio
visoormsdnanluaasvgiafiver nuhiimsldusanusiiwiniiangmne deunsdiugn
vasnaaiedoadliiinvieuaeglfszuutaiuuse (forced labor) Fse1adntneng

nsAuyed (human trafficking) neag!e

Wenang wazgelesiululidoyaiaunsnszareaaluaaning 1Usag ACIS PROFESSIONAL, ‘Social
engineering (cyber fraud) and attacks’ (ACIS Online, 14 57 w 7 1 A W 2567)
<https://www.acisonline.net/?p=10046> dufiile 14 §uaAx 2567.

181 Vioice over IP (VolIP) {unisdeansmiadsmiulassiedumedidn wielaswedu q ildumesida
Twslvaea dyanandeszgadaudaduniainisihuluvulassnedlidmiunsdeasieyaill unu
nsldasasanizauianisdeanslussuulnsdminuun iy wWisuldfunislisaeudd wnsniuldany
Yesinsfifieguesauy ununslisnoudfuidersesauniuuynuin Tefivesisedleneslofifidenis
awnsaldlassinelsednsfiussansam silvansaliuinsldlusnsduinisiignain; lsng;
Wikipedia, ‘Voice over IP” <https://th.wikipedia.org/wiki/2eedlenaslefi> duduile 14 Sunau 2567.
¥ naadiyrinsduaiuaeuaiuevyinssuniawalulad, adfuazsuiuunvasnaiesulailulssme
Ine (nNgawmn=: d1TNUAITIUAINR, 2566).

' nsaunngsfia, ‘WEUYUA i Outsourcing’
<https://www.bangkokbiznews.com/tech/552740> dudwile 14 Sueu 2567.

'8 Philippine National Police (PNP), Cybercrime Reports and Enforcement Statistics (Manila: PNP
Headquarters, 2023).
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https://th.wikipedia.org/wiki/%E0%B8%AD%E0%B8%B4%E0%B8%99%E0%B9%80%E0%B8%97%E0%B8%AD%E0%B8%A3%E0%B9%8C%E0%B9%80%E0%B8%99%E0%B9%87%E0%B8%95%E0%B9%82%E0%B8%9E%E0%B8%A3%E0%B9%82%E0%B8%97%E0%B8%84%E0%B8%AD%E0%B8%A5
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185 Deepfake vu1efis maluladildtyguseaus (A) Tasiane deep leaming Fadunvumilses
machine learning Tun1sa$haieusuasunm 3ale vieLduslvinmilouass Tneinagldifievasuutas
fmuveayana: 1sag: Thai PBS, ‘DeepFake aduvassilunthauss ilsudant ‘Fake news”
International Laboratories Corp., Ltd., 10 9a1A 2565 <https://www.ilc-
cosmetic.com/th/deepfake/> dudwile 5 SurAu 2567.

1% Bureau of Immigration, ‘Scam Hubs Abroad with ‘POGO-like’ Operations Continue to Recruit
Filipino Victims —BI’ (2024) <https://immigration.gov.ph/scam-hubs-abroad-with-pogo-like-
operations-continue-to-recruit-filipino-victims-bi/> accessed 5 December 2024.

¥ Romance Scam N84 N1TVADNANNINAIINGA Qﬂﬁzﬁwmmﬁmﬂﬁ’fé’f’muﬂaamuﬁumaiﬁmLﬁa
Bonfesausnuazaalindannmie anduduaenansarlinmasmuesmudiiuslsuninvdon
NuduiusTlndSauiionasnalsuay/mieuluguesannmie: 1Usag: Federal Bureau of Investigation
(FBI), Romance Scams, n.d., <https://www.fbi.gov/how-we-can-help-you/scams-and-
safety/common-frauds-and-scams/romance-scams> accessed 5 July 2025.

1% BBC News. (2024, April 4). Hundreds rescued from love scam centre in the Philippines. Retrieved

from https://www.bbc.com/news/world-asia-68562643.


https://www.bbc.com/news/world-asia-68562643
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Jammavasnarsanufsreadiuneidinsadennudemeesaguusasludiy
nsiukarislaunUszrivunadeegieerios 9In3e9u State of Scam Report 2024
gy gareudevneainnisvaenadluliinuanegil 54.02 fuduFein (Uszanas 12.8
Wudruneaarsansy) Andudadiuuszunn 3% vendndusiurasiuludszine (GDP)
oeslsfinu fimdeifivsdosay 30 whbuiididumaudinuvionsnumnnisaifiiety
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Report 2024 §33wyfaedn Sruauasinsdwiiidunisnasnadlulssmmniaideifiuiy
ogemm i lulifiniu Tnedyarauidemegsds 2.98 Suasaasansy iuduand
A.A.2023 Be¥oray 82.81 Feluliuilyadiegil 163 duneaansaniy’™ savlmsddney
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189 Zainul, E., ‘Malaysians lost US$12.8b to scams over the past year, survey reveals’ (The Edge
Malaysia, 3 October 2024).

%0 Shahrizal, ‘Malaysia Loses RM54.02 Billion To Scams, Report Reveals Alarming Rise’ (Business
Today, 4 October 2024) <https://www.businesstoday.com.my/...> accessed 5 December 2024.

! Fam, C., ‘Report: Scam Calls in Malaysia Skyrocketed by 82.81% in 2024’ (The Star, 3 March
2025) https://www.thestar.com.my/tech/tech-news/2025/03/03/report-scam-calls-in-malaysia-
skyrocketed-by-8281-in-2024 accessed 5 December 2025.

192 Beh, M. T., Combating Scam Syndicates in Malaysia and Southeast Asia (Penang Institute, 2025)
<https://penanginstitute.org/publications/issues/combating-scam-syndicates-in-malaysia-and-

southeast-asia/> accessed 5 July 2025.


https://www.businesstoday.com.my/...
https://www.thestar.com.my/tech/tech-news/2025/03/03/report-scam-calls-in-malaysia-skyrocketed-by-8281-in-2024
https://www.thestar.com.my/tech/tech-news/2025/03/03/report-scam-calls-in-malaysia-skyrocketed-by-8281-in-2024
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Beauy dulailide wasHaUTud' andeyavesdinausianmisnudiiesiuyy,
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'3 The Star, ‘Rich Facade of Scam Call Centres: How Syndicates Exploit High-End Properties in KL’
<https://www.thestar.com.my/news/nation/2024/08/21/rich-facade-of-scam-call-centres>
accessed 15 December 2024.

¥4 Trafficked for Scams: Abuse in Southeast Asian Scam Center’ (Human Rights Watch)
<https://bangkok.ohchr.org/news/2022/online-scam-operations-and-trafficking-forced-criminality-

southeast-asia> accessed 15 December 2024.
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Tadndudiuinun naslasuiuizea seyinauimuadsodeigvauiieaauniad
UsEinaiuazaug1e1asensamud 11 4u nadslugiugann gruninerdengnilu
nyanualy sadugudnarniielnsdnwinasnarunden drulngiludisvniswaznms

wndeuengludu lnsuean aa Mntuaunduaiuaeuaiured d1UnNusEyYI1 31nM3

aouUnAdisaseniseusuivhselaainnisindagdisdaiviag 70,000 neaanivse
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pomndamemaamglunounarsiu aouusnitlaiaumeaddnaanindiessdiney
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nspyhilaveaLfsnoaidulnesildldussmatuyrndugrudrdalunisnssviinunegng
soiileal®s
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dudouludnunzresnivniou Fadssuuusnuiuegnadudidutu ssdnamanifingusu
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Tudnvazfimilouass Inasinldfnutasy (fake persona) Lﬁaa%fmmmpgﬂﬁumaaﬁmj
Mntuddiiudnlivdoamuluiuningatvauiounanwosumisnisiiulaon Faifndinig
Fraosminiuledvisusunainduligundede Tuuiansdvd edsansnoeuiulely
sepzusniioaienalindlanouiinisdelnesfniuegrafusuuuy

4.1.5 Uszinagenalus

Tul a./.2024 Usyinadealusindgiulymuisnoaidunasuagn1svasnaiamig
soulawiiuduedndituddy Inedsuuniiisenuiomn 55810 AR 1ikTY 10.8% 970

T 2023 g aluduuil 92.3% Wuafnasnalaniunisreatd unas!® waznuiwduas

wapnaitieatosiunisUasunlanduduifisyg (Government Officials Impersonation

%> “Annual Report on Cybercrime’ (Cambodian National Police) <https://cnp.gov.kh> accessed 15
December 2024.

% Scam Shield, ‘2024 Annual Scams and Cybercrime Brief’ (Singapore: National Crime Prevention
Council, 2024)
<https://www.scamshield.gov.sg/files/Scams%20and%20Cybercrime%20Briefs/2024 annual_scam

s_and_cybercrime_brief.pdf> accessed 15 December 2024.
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7 “Annual Scams and Cybercrime Brief 2024’ (Singapore Police Force)

<https://www.police.gov.sg> accessed 15 December 2024.
1% Cyber Security Brunei, ‘Brunei Blocks Over 80 Fake Websites and 500 Suspicious Phone
Numbers’ The Cyber Express <https://thecyberexpress.com/brunei-strengthens-

cybersecurity/amp> accessed 15 December 2024.



128

nenegnlunsdanisiunisvaenasiidudouiuien  uazdeyaninsuiasdanuuisuglu
(Bank Islam Brunei Darussalam - BIBD) §s3zyin wunsalnfiglsinisivasudndudimig
suAsinsdmiludsgnaniievedeyadiuyana Fadudesmdunisidrdedydsunnisves
widedwmalisuiasdosoonuoasnisalifoulssmeuliseinge Taegwiaillos™ il 8
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Brunei Police Force
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kY
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euianidumievesnsvasnansdsnarilull 2024 WWsuan 19% A 2023 uenanil
fawuinsgayidennansiiuiifiyannganda 70 dugidient (Uszanu 4,300 asaansansy)
Wiatuan 1% Tud 2023 Wy 8% Tud 20202 Fsfisearuirrduladifesuiumingn
somslivhanluguivasnans (scam centers) ludssimaitoutiu 1wy Weusn Tasgnuaen

WigeTaglisununiselad windugnisduliinuluanimiindeunlimanzay Tudieu

%% Bank Islam Brunei Darussalam, 'Public Advisory on Scam Calls' (Xinhua News Agency)
<https://english.news.cn/20241219/3edbdaf6da724a63ad97cdbeebbd7dad/c.html> accessed 4
January 2025.

%% 'Annual Crime Report 2024' (Royal Brunei Police Force) <https://bn.usembassy.gov/2024-
trafficking-in-persons-report-brunei/> accessed 4 January 2025.

1 Stock Titan, ‘FICO Survey: 1 in 4 Indonesian Consumers Report Losing Money to Scams’ (23
April 2024) <https://www.stocktitan.net/news/FICO/fico-survey-1-in-d-indonesian-consumers-

report-losing-money-to-scams-fnj6ol7weggfn.html> accessed 4 January 2025.


https://www.stocktitan.net/news/FICO/fico-survey-1-in-4-indonesian-consumers-report-losing-money-to-scams-fnj6ol7wggfn.html
https://www.stocktitan.net/news/FICO/fico-survey-1-in-4-indonesian-consumers-report-losing-money-to-scams-fnj6ol7wggfn.html
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4.1.8 UsewmeIgauny

Tud 2024 Usgmadununudinsndyivaniunisalansainssulaweslugluuuves
nsnaenalsmisesulayl (online fraud) agneguise Tnstamnglungudldauannsnlny g
Junguilmsnevdnvesvuiunisvasnarifaing1n saunauanusiuamislouesiianaves
Juau1d (National Cyber Security Association) balUales1891un1581529U589T n.a.
2567 (A./1.2024) (Cybersecurity Survey Report 2024) %ﬂizqdwmmLﬁamamamiﬁuﬁlﬁm
nmaneenalulifyarsugsds 18.9 §rududs vioUszunm 744.3 unsaaniansy
seuatudinanndavhiulasdindeyavesiidsumeviuuasuauesulaydiuiy
59,000 A HANN5ENTINUT Usznsurnadeaunusiuiusnnanifumdeesnisvasnads
Tnewadeudiifldnuaninlniy 1 eaamn 9 220 518 AenidumBevesevgnnssilaives
Tud 2024 wiin¥eway 88.98 vesneuLUUABUAMSTYIlFUTsAToURT VLl uaTnTILT
n&s9ngnuannaas uniifiesfosay 4569 wirdudimeeud eadinadeniaseud
Aeader usngmsniiuandifiiufalymilunadifnssuiunisefsssuasmanami
fulavesUszmvuluszuunissnnisensginssuleived edamalinisdndunisfnany
inszvifiauaznsyaldanudemeduluegsatiuagliiivssdnsam

SURUULAEISNSVARNAN:

22 indonesia Rescues Citizens from Scam Centers in Myanmar' (AP News, 21 February 2025)

<https://apnews.com/article/57d644b606335eecbd5d3a27a1053e3b> accessed 24 March 2025.
2% “Vietnamese Lose $744mn to Online Scams in 2024: Report’ (Tuoi Tre News, 17 December
2024) <https://tuoitrenews.vn/news/society/20241217/vietnamese-lose-744mn-to-online-scams-

in-2024-report/83436.html> accessed 24 March 2025.
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4.1.9 &#15715U5FUTEVIVUAN

Uizmﬂm’gl,m%iyﬁuﬁigmLLﬁ"aﬂaaL%ul,ma%ﬁmﬁmmsﬁumaﬁuasmsiaLﬁaﬂ lngane
IuLmMLﬁiwgﬁaﬁmwammﬁ'&mwaﬁw (Golden Triangle Special Economic Zone - SEZ)
Fiaveut denaefuguinansvesfanssuRangneiiieitestunismasnaiesulat
nsemyed uaznsUsduldusany Tnslurieeiausnuesd 2024 menisaninsiawugud
UfuAnisaoaiduimess1uau 400 wisluiun SEZ § wit ud uain 305 wisludnou
Wi geanvnssuraenarmlgiuesiuandyanfieu 40 Wesidudveaasygiaa?® lu
Weudameay 2024 n1ensanlanidunisusivusududvasnaisluen SEZ Tnganunse

Junu Aoasdeviedu 1,389 au nrsandunisiidudiunivesanuneiainlunis

'
a1
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AUV EUNDIAIDE199TITY MIUTIBIUVBY Laotian Times U1 1 mifiaaiusada

gunsalldlunisuaenalslauinuieg saudrsuiianes wazlnsdnvidedevaleu

2% Ibid.

25 prachatal, 'WalATwgRafiAvaAIINEIA: gRanvnssurasnadiluany’ (Funau 2567)
<https://prachatai.com/journal/2024/12/111689> duduiile 4 uns1Ax 2568.

26 @1 ssivusmauiunisuisneaidunes fansnddunasaiuauiirianagifivaleiuay’
(Intsharing, 14 @@L 2567) <https://intsharing.co/2024/08/14/a12153U51UUSUUIUNTT/> AUAUY

Lfi?;] 4 3n31AU 2568.
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<https://laotiantimes.com/2025/01/02/\ao-police-bust-nine-fraud-rings-seize-thousands-of-
devices-in-2024/> accessed 4 January 2025.

208 1

Laos Orders ‘Scam Centers’ in Golden Triangle SEZ to Be Completely Shut Down' (Business &

Human Rights Resource Centre, 12 August 2024) https://www.business-humanrights.org/en/\atest-

news/laos-orders-scam-centres-in-golden-triangle-sez-to-be-completely-shut-down/ accessed 8

January 2025.

2% “How Myanmar Became a Global Center for Cyber Scams’ (Council on Foreign Relations 2024)
<https://www.cfr.org/in-brief/how-myanmar-became-global-center-cyber-scams> accessed 8

January 2025.
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20 Reyters, ‘Scam Hubs on Thai-Myanmar Border Still Have Up to 100,000 People’ (Thai Police
Says 2025) <https://www.reuters.com/world/asia-pacific/scam-hubs-thai-myanmar-border-still-
have-up-100000-people-thai-police-says-2025-03-18/> accessed 8 January 2025.

I Ratcliffe Rebecca, ‘Tens of thousands could be held in illegal scam compounds in Myanmar’
(Thai police general says, 21 February
2025)<https://www.theguardian.com/world/2025/feb/21/myanmar-scam-call-centre-

compounds>/> accessed 8 January 2025.
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212 ASEAN Secretariat, ASEAN Plan of Action in Combating Transnational Crime (Jakarta: ASEAN
Secretariat, 2016).
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213 CHARTER OF THE ASSOCIATION OF SOUTHEAST ASIAN NATIONS
ARTICLE 2 “PRINCIPLES 2. ASEAN and its Member States shall act in accordance with the

following Principles:
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(@) respect for the independence, sovereignty, equality, territorial integrity and national
identity of all ASEAN Member States

(e) non-interference in the internal affairs of ASEAN Member States;”
218 ASEAN Treaty on Mutual Legal Assistance in Criminal Matters (MLAT)' (Jakarta: ASEAN
Secretariat, 2004) https://asean.org accessed 4 March 2025.
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> Anna Maria Osula, Mutual Legal Assistance & Other Mechanisms for Accessing Extraterritorial
Evidence (NATO CCDCOE, 2015) <https://ccdcoe.org/uploads/2018/10/Research A-
M.Osula_2015.pdf > accessed 5 March 2025.

% Jennifer Daskal, ‘The Digital Unfitness of Mutual Legal Assistance’ (Security and Human Rights
28, no. 1-4 (2017)) <https://doi.org/10.1163/18750230-02801011> accessed 5 March 2025.
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21T “The Mutual Legal Assistance Problem Explained’ (Stanford Center for Internet and Society,
2015) <https://cyberlaw.stanford.edu/blog/2015/02/mutual-legal-assistance-problem-explained>
accessed 5 March 2025.
#1® Council of Europe, Assessment Report on Mutual Legal Assistance and Electronic Evidence, T-
CY (2013-2014).
% Treaty on Mutual Legal Assistance in Criminal Matters

ARTICLE 3 LIMITATIONS ON ASSISTANCE

1. The Requested Party shall refuse assistance if, in its opinion -
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(a) the request relates to the investigation, prosecution or punishment of a person for an
offence that is, or is by reason of the circumstances in which it is alleged to have been committed
or was committed, an offence of a political nature;

(b) the request relates to the investigation, prosecution or punishment of a person in
respect of an act or omission that, if it had occurred in the Requested Party, would have constituted
a military offence under the laws of the Requested Party which is not also an offence under the
ordinary criminal law of the Requested Party;

() there are substantial grounds for believing that the request was made for the purpose

of investigating, prosecuting, punishing or otherwise causing prejudice to a person on account of
the person's race, religion, sex, ethnic origin, nationality or political opinions;
(d) the request relates to the investigation, prosecution or punishment of a person for an offence
in a case where the person - (i) has been convicted, acquitted or pardoned by a competent court
or other authority in the Requesting or Requested Party; or (ii) has undergone the punishment
provided by the law of that Requesting or Requested Party, in respect of that offence or of another
offence constituted by the same act or omission as the first-mentioned offence; (e) the request
relates to the investigation, prosecution or punishment of a person in respect of an act or omission
that, if it had occurred in the Requested Party, would not have constituted an offence against the
laws of the Requested Party except that the Requested Party may provide assistance in the
absence of dual criminality if permitted by its domestic laws;

(f) the provision of the assistance would affect the sovereignty, security, public order,
public interest or essential interests of the Requested Party;

(g) the Requesting Party fails to undertake that it will be able to comply with a future
request of a similar nature by the Requested Party for assistance in a criminal matter;

(h) the Requesting Party fails to undertake that the item requested for will not be used for
a matter other than the criminal matter in respect of which the request was made and the
Requested Party has not consented to waive such undertaking;

(i) the Requesting Party fails to undertake to return to the Requested Party, upon its
request, any item obtained pursuant to the request upon completion of the criminal matter in
respect of which the request was made;

(j) the provision of the assistance could prejudice a criminal matter in the Requested Party;
or

(k) the provision of the assistance would require steps to be taken that would be contrary

to the laws of the Requested Party. 2. The Requested Party may refuse assistance if, in its opinion
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(a) the Requesting Party has, in respect of that request, failed to comply with any material
terms of this Treaty or other relevant arrangements;

(b) the provision of the assistance would, or would be likely to prejudice the safety of any
person, whether that person is within or outside the territory of the Requested Party; or (c) the
provision of the assistance would impose an excessive burden on the resources of the Requested
Party.

3. For the purposes of subparagraph 1

(), the following offences shall not be held to be offences of a political nature: (a) an
offence against the life or person of a Head of State or a member of the immediate family of a
Head of State;

(b) an offence against the life or person of a Head of a central Government, or of a Minister
of a central Government;

(c) an offence within the scope of any international convention to which both the
Requesting and Requested Parties are parties to and which imposes on the Parties thereto an
obligation either to extradite or prosecute a person accused of the commission of that offence;
and

(d) any attempt, abetment or conspiracy to commit any of the offences referred to in
subparagraphs (a) to (c)

4. The Requested Party may restrict the application of any of the provisions made under paragraph
3 according to whether the Requesting Party has made similar provision in its laws.

5. Assistance shall not be refused solely on the ground of secrecy of banks and similar financial
institutions or that the offence is also considered to involve fiscal matters.

6. The Requested Party may postpone the execution of the request if its immediate execution
would interfere with any ongoing criminal matters in the Requested Party.

7. Before refusing a request or postponing its execution pursuant to this Article, the Requested
Party shall consider whether assistance may be granted subject to certain conditions.

8. If the Requesting Party accepts assistance subject to the terms and conditions imposed under
paragraph 7, it shall comply with such terms and conditions.

9. If the Requested Party refuses or postpones assistance, it shall promptly inform the Requesting
Party of the grounds of refusal or postponement.

10. The Parties shall, subject to their respective domestic laws, reciprocate any assistance granted

in respect of an equivalent offence irrespective of the applicable penalty.
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2 Republic Act No. 10175

Article 4. Cybercrime Offenses. — The following acts constitute the offense of cybercrime
punishable under this Act:

(a) Offenses against the confidentiality, integrity and availability of computer data and systems:

(1) Ilegal Access. — The access to the whole or any part of a computer system without
right.

(2) Illegal Interception. — The interception made by technical means without right of any
non-public transmission of computer data to, from, or within a computer system including
electromagnetic emissions from a computer system carrying such computer data.

(3) Data Interference. — The intentional or reckless alteration, damaging, deletion or
deterioration of computer data, electronic document, or electronic data message, without right,
including the introduction or transmission of viruses.

(4) System Interference. — The intentional alteration or reckless hindering or interference
with the functioning of a computer or computer network by inputting, transmitting, damaging,
deleting, deteriorating, altering or suppressing computer data or program, electronic document, or
electronic data message, without right or authority, including the introduction or transmission of
viruses.

(5) Misuse of Devices.

(i) The use, production, sale, procurement, importation, distribution, or otherwise
making available, without right, of:
(@a) A device, including a computer program, designed or adapted
primarily for the purpose of committing any of the offenses under this Act; or
(bb) A computer password, access code, or similar data by which the
whole or any part of a computer system is capable of being accessed with intent
that it be used for the purpose of committing any of the offenses under this Act.
(ii) The possession of an item referred to in paragraphs 5(i)(aa) or (bb) above with

intent to use said devices for the purpose of committing any of the offenses under this section.
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(6) Cyber-squatting. — The acquisition of a domain name over the internet in bad faith to
profit, mislead, destroy reputation, and deprive others from registering the same, if such a domain
name is:

(i) Similar, identical, or confusingly similar to an existing trademark registered with
the appropriate government agency at the time of the domain name registration:

(ii) Identical or in any way similar with the name of a person other than the
registrant, in case of a personal name; and

(iii) Acquired without right or with intellectual property interests in it.

(b) Computer-related Offenses:

(1) Computer-related Forgery. —

(i) The input, alteration, or deletion of any computer data without right resulting
in inauthentic data with the intent that it be considered or acted upon for legal purposes as if it
were authentic, regardless whether or not the data is directly readable and intelligible; or

(i) The act of knowingly using computer data which is the product of computer-
related forgery as defined herein, for the purpose of perpetuating a fraudulent or dishonest design.

(2) Computer-related Fraud. — The unauthorized input, alteration, or deletion of
computer data or program or interference in the functioning of a computer system, causing damage
thereby with fraudulent intent: Provided, That if no damage has yet been caused, the penalty
imposable shall be one (1) degree lower.

(3) Computer-related Identity Theft. — The intentional acquisition, use, misuse, transfer,
possession, alteration or deletion of identifying information belonging to another, whether natural
or juridical, without right: Provided, That if no damage has yet been caused, the penalty imposable
shall be one (1) degree lower.

(c) Content-related Offenses:

(1) Cybersex. — The willful engagement, maintenance, control, or operation, directly or
indirectly, of any lascivious exhibition of sexual organs or sexual activity, with the aid of a computer
system, for favor or consideration.

(2) Child Pornography. — The unlawful or prohibited acts defined and punishable
by Republic Act No. 9775 or the Anti-Child Pornography Act of 2009, committed through a
computer system: Provided, That the penalty to be imposed shall be (1) one degree higher than
that provided for in Republic Act No. 9775.1awphi!

(3) Unsolicited Commercial Communications. — The transmission of commercial
electronic communication with the use of computer system which seek to advertise, sell, or offer

for sale products and services are prohibited unless:



154

1A 67 mmwﬁszqdw anuisle 9 Admualilulszanangmneengn
nIonguunefiaudu 4 minnsevirumaluladasaumawaznisdeans avey aold
untyaffvesnguneisns fafu mnufseeaduneinserhanuiagudelnmiuuszang
nganeeg wildineluladlumanssyhanufinfasgnanduianeléngmnediduiy

1A91 7 P5zydn msduduainielinguaned lddnvnenisdniund
aeldngrmunedy o MAeates Jamneanuii fnszvhanuiinannsagnanduad nneld

wanenguranendouriuld mnnsnseivesvininenuEAmUNguNIEmA1Y

() There is prior affirmative consent from the recipient; or

(i) The primary intent of the communication is for service and/or administrative
announcements from the sender to its existing users, subscribers or customers; or

(iii) The following conditions are present:

(a@a) The commercial electronic communication contains a simple, valid, and
reliable way for the recipient to reject. receipt of further commercial electronic messages
(opt—out) from the same source;

(bb) The commercial electronic communication does not purposely disguise the
source of the electronic message; and

(cc) The commercial electronic communication does not purposely include
misleading information in any part of the message in order to induce the recipients to read
the message.

(4) Libel. — The unlawful or prohibited acts of libel as defined in Article 355 of the Revised
Penal Code, as amended, committed through a computer system or any other similar means which
may be devised in the future.
#* Article 6. All crimes defined and penalized by the Revised Penal Code, as amended, and
special laws, if committed by, through and with the use of information and communications
technologies shall be covered by the relevant provisions of this Act: Provided, That the penalty
to be imposed shall be one (1) degree higher than that provided for by the Revised Penal Code,
as amended, and special laws, as the case may be.
2% Article 7. Liability under Other Laws. — A prosecution under this Act shall be without prejudice
to any liability for violation of any provision of the Revised Penal Code, as amended, or special

laws.
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2> Article 12. Real-Time Collection of Traffic Data. — Law enforcement authorities, with due cause,
shall be authorized to collect or record by technical or electronic means traffic data in real-time
associated with specified communications transmitted by means of a computer system.

Traffic data refer only to the communication’s origin, destination, route, time, date, size,
duration, or type of underlying service, but not content, nor identities.

All other data to be collected or seized or disclosed will require a court warrant.

Service providers are required to cooperate and assist law enforcement authorities in the
collection or recording of the above-stated information.

The court warrant required under this section shall only be issued or granted upon written
application and the examination under oath or affirmation of the applicant and the witnesses he
may produce and the showing: (1) that there are reasonable grounds to believe that any of the
crimes enumerated hereinabove has been committed, or is being committed, or is about to be
committed: (2) that there are reasonable grounds to believe that evidence that will be obtained is
essential to the conviction of any person for, or to the solution of, or to the prevention of, any

such crimes; and (3) that there are no other means readily available for obtaining such evidence.



156

[

winsanan SnUssiiuiinasining de nsiinguanglyesvesiauluddnslinnud Ay

o

[y

fluN13AIUAL “Iilann” (content-based control) 4MNNFINTIANTTAY “BeANTDIVYINTTH”

' (%
1A [ o

Vogilomain1snsgyiiin wu nsmuaunsniulszumvivesulal (Cyber Libel) gaudiae

Y

D

fanudinlunddnsuyverunazdnaniyana winduyilininenslunstaduldngmane
gridsauulunndmnendnlunisunuusuensginssuluesidansugiooginsduis
poaLdunes uenani wiluinns 6 agseyd mndnensevAinaudssanangraneon
yienguanedu o iudesnaneluladfazgniinnsanduesfiseungnesatuiife i
nsvvaunnhnuindy o Wagnlesfunsnszianuialeueslumed Sauauun

Uuandaiau daalinisaniuafandiuagyinvisnseyiiauasenganuaINnseuIung

4.3.2.3 YszinanLaLae

Tugaeld AT WL 1vald 15Lm%iyﬁ’umiLﬁ'm%usuaﬂawﬁymiim%ma%aémﬁ
Fodhny Ineanizegedenisnasnarmisnsdnsindefisenin “uwhneadumes” Jatn
LLmﬁaagﬂuUszmmﬁauﬁ’muaﬂ%’mﬂiu‘[a@?iamﬂumiwaaﬂmwizﬁmsﬁuz“ \fiemouauas

919Y1N33UAINANTFU LA s laTinseanngvuIenatsatuiineddes wlvslulaveyds

o

[
£% =

nnezariduufreadunes uwilundygRfiannsathuldinnstungAnssumeand
aonseielnsdon il

1. Communications and Multimedia Act 1998 (CMA 1998) v un g uueg
wEnildmuauwgAnssuuLsTuUAsmsuardumesidnlulstmmniaide

1n51 23327 uilallviyaealduinsiesetoiie Tnguszasdillivnzan

FAINFeaINABN YUY ANAIL WIeasANRonToulaelifivnguals Inedilny

2% «nderstanding Malaysia’s Cyber Threat Landscape: A 2025 Outlook’ (Security Quotient, 20
February 2025) <https://securityquotient.io/understanding-malaysias-cyber-threat-landscape-a-
2025-outlook/> accessed 10 March 2025.
I Communications and Multimedia Act 1998

Article 233

(1) A person who—

(@) by means of any network facilities or network service or applications service
knowingly—

(i) makes, creates or solicits; and
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(i) initiates the transmission of, any comment, request, suggestion or other
communication which is obscene, indecent, false, menacing or offensive in character with
intent to annoy, abuse, threaten or harass another person; or
(b) initiates a communication using any applications service, whether continuously,

repeatedly or otherwise, during which communication may or may not ensue, with or without
disclosing his identity and with intent to annoy, abuse, threaten or harass any person at any number
or electronic address, commits an offence.

(2) A person who knowingly—

(@) by means of a network service or applications service provides any obscene
communication for commercial purposes to any person; or

(b) permits a network service or applications service under the person’s control to be used
for an activity described in paragraph (a), commits an offence.

(3) A person who commits an offence under this section shall, on conviction, be liable to
a fine not exceeding fifty thousand ringgit or to imprisonment for a term not exceeding one year
or to both and shall also be liable to a further fine of one thousand ringgit for every day during
which the offence is continued after conviction.

% Computer Crimes Act 1997

Article 3 (1) A person shall be guilty of an offence if— (a) he causes a computer to
perform any function with intent to secure access to any program or data held in any computer;
(b) the access he intends to secure is unauthorized; and (c) he knows at the time when he causes
the computer to perform the function that is the case.

(2) The intent a person has to have to commit an offence under this section need not be
directed at— (a) any particular program or data; (b) a program or data of any particular kind; or (c)
a program or data held in any particular computer.

(3) A person guilty of an offence under this section shall on conviction be liable to a fine
not exceeding fifty thousand ringgit or to imprisonment for a term not exceeding five years or to

both.
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¥ Computer Crimes Act 1997

Article 5 (1) A person shall be guilty of an offence if he does any act which he knows will
cause unauthorized modification of the contents of any computer.

(2) For the purposes of this section, it is immaterial that the act in question is not directed
at— (a) any program or data; (b) a program or data of any kind; or (c) a program or data held in
any particular computer.

(3) For the purposes of this section, it is immaterial whether an unauthorized modification
is, or is intended to be, permanent or merely temporary.

(4) A person guilty of an offence under this section shall on conviction be liable to a fine
not exceeding one hundred thousand ringgit or to imprisonment for a term not exceeding seven
years or to both; or be liable to a fine not exceeding one hundred and fifty thousand ringgit or to
imprisonment for a term not exceeding ten years or to both, if the act is done with the intention

of causing injury as defined in the Penal Code.
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49 Cambodian Penal Code

Article 427: Unauthorized access to or remaining in automated data processing system
Fraudulently accessing or remaining within an automated data processing system shall be
punishable by imprisonment from one month to one year and a fine from one hundred thousand
to two million Riels.

Where the act causes the destruction or modification of data contained in that system, or
any alteration of the functioning of that system, the sentence is imprisonment from one to two
years and a fine from two million to four million a u Riels.

Article 428: Obstructing the functioning of an automated data processing system shall be
punishable by imprisonment from one to years and a fine from two million to four million Riels.

Article 429: The fraudulent introduction of data into an automated data processing system
or the fraudulent deletion or modification of the that it contains shall be punishable by
imprisonment from one to two years and a fine from two million to four million Riels.

Article 430: Participating in a group or a conspiracy established with a view to the planning
of one or more offences defined in this Section shall be punishable by imprisonment from one to
two years and a fine from two million to four million Riels.

Article 431: An attempt to commit the misdemeanours defined in this Section shall be
punishable by the same penalties.

Article 432: The following additional penalties may be imposed in respect of the
misdemeanours detined in this Section:

(1) forfeiture of certain rights. either rim permanently or for a period not
exceeding five years;

(2) prohibition from practising a profession in the practice of or in connection
with which the offence was committed, either permanently or for a period
not exceeding five years;

(3) confiscation of any instruments, materials or items which were used or

intended to be used to commit the offence;
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(4) confiscation of the items or funds which | \@PI were the subject of the
offence;

(5) confiscation of the proceeds or property arising out of the offence;

(6) confiscation of the utensils, materials and firnishings in the premises in which
the offence was committed;

(7) confiscation of one or more vehicles belonging to the convicted person;

(8) publication of sentencing decision for a period not exceeding two months;

(9) publication of sentencing decision in the print media;

(10) broadcasting of sentencing decision any audio-visual communication for a

period not exceeding eight days.
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a 6

waznsiszuunauiunesiiaingUssasaniiangrane lnoaseuaqueauiniiindy

]
a a 1

AElUUTENALALALANIINAUTENAUA A IHANTENUABTEUUNT 8UTEY19UVDIFIALUS
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2. Cybersecurity Act 201822 |gasuanuduudslitussuusnwanuiung

[

UnendgluiuesvesUseina lnaidunisimiugualassasiiiugiudrAgmisansaume (Critical

Information Infrastructure — Cll) waginualivulsunInTguazionvun i e1vaed 99

enumgnsalaulsivesndnansenu niesunsliddnauaiuiuasleiues (Cyber

2 *Computer Misuse Act 1993’ (Singapore Statutes Online, 1993)
<https://sso.agc.gov.sg/Act/CMA1993> accessed 10 March 2025.

22 ‘Singapore, Cybersecurity Act 2018’ (Singapore Statutes Online, 2018)
<https://sso.agc.gov.sg/Act/CA2018> accessed 10 March 2025.
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1. Computer Misuse Act (Chapter 194)%, revised edition 2007 3w
NVUIEVENUNITIANTAURIYEYINTIUNNABNRABS WU N1SDesEuUARURRDS LAY
laildsuoyan madnilsdiaya mavianedeya uazmisliroufiumesifienisdelng ngvaned
funaslneiiteiau Tnslawzdugiinszvianuialagianuilunisvasnalmieasisa
\HMEUNYAARYIETZUUASAUNAYDST

2. Telecommunications Order 20012 \{unguunefi pauaunisldszuy
Tnsauunay sadansldiesedglnsdviviedumesidnifiogauszasdlumsdelng vasnans
videdsdomnuiiiangyune uailauietesiungnssuvesnfsreadunefilinsdn
HuieSediolunsaemamie

3. Sedition Act (Chapter 24) uag Penal Code (Chapter 22) uslag 1yl
aguinetamzsuleiues uifignihanldsalunsionfiagnsssiiinildinaluladdearsiile
AUTTAARAN VNG LU NTVUY VU ViTEVaaNaNUTEYUHIUTDIMNFTA

winusluegiinseungranefiitusiauaznseguundnuesszuungranesangy
naufundnaaudaaty widlefarsanluviunvesnisdyiuetineafuneswas
owgnsailuives wuidildediiavarsusznsfiavvieuianndammengranedingg
lesunsunlvegraduszuu vsludelidnguuneinaeervginssumidlewes (Cybercrime
Act) inseunguuayviuasislusziuifeiulsmaianud Tnsusiinsznangmnegeian
(Penal Code, Chapter 22) uagnguugunaty 1wu Sedition Act (Chapter 24) wag Public
Order Act aganansafinuienseungumgAnssuiangmneuisesslulanesulails us
FosimtunsUnygRlaensaiefuesainssulaves wu nsdelnaiumalulad nslaud
FPUUABLTIADS MToN1TUNsINIzetayavasnatamadumesiiden Sinalugneeudifny

nsdlvenfsneadumesnldnaluladiionaonarslszmvudunsuunuiaenangasenain

2 ‘Computer Misuse Act (Chapter 194)’ (Attorney General’s Chambers Brunei, 2007)
<https://www.agc.gov.bn/AGC%20Site%20Pages/LOV.aspx> accessed 10 March 2025.
244 “Telecommunications Order 2001’ (Attorney General’s Chambers Brunei, 2001)

<https://www.agc.gov.bn/AGC%20Site%20Pages/LOV.aspx> accessed 10 March 2025.
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25 Electronic Information and Transactions
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Article 28 (1) Any Person who knowingly and without authority disseminates false and
misleading information resulting in consumer loss in Electronic Transactions.

(2) Any Person who knowingly and without authority disseminates information aimed at
inflicting hatred or dissension on individuals and/or certain groups of community based on ethnic
groups, religions, races, and inter-groups (SARA).

248 Electronic Information and Transactions

Article 35 Any Person who knowingly and without authority or unlawfully manipulates,
creates, alters, deletes, tampers with Electronic Information and/or Electronic Documents with the
intent that such Electronic Information and/or Electronic Documents would seem to be authentic
data.

Article 36 Any Person who knowingly and without authority or unlawfully commits acts as

intended by Article 27 through Article 34 to other Persons’ detriment.
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1. Law on Cybersecurity, 2018 1 unguunevdnidid e euntas
anusuAesss Armasueuies wardvdvesssanvuuulanoeulay Insdmuslviuion
weluladdosdafvdoyaglinelulssmanazannsadsdulaudomuioteyaiign
fisanianmunnsiuasls
2. Criminal Code of Vietnam 2015 (amended 2017) fvunalnwyd1miu

ANURALNeInUNsRelndlaeldnalulad W 11ms 17427 Anuiingudelnansnddu

47 Criminal Code of Vietnam 2015

Article 174 1. A person who uses deception to obtain another person's property which is
assessed at from VND 2,000,000 to under VND 50,000,000 or property assessed at under VND
2,000,000 in any of the following cases shall face a penalty of up to 03 years' community sentence
or 06 - 36 months' imprisonment:

a) The offender previously incurred a civil penalty for appropriation of property;

b) The offender has a previous conviction for theft or any of the criminal offences specified
in Article 168, 169, 170, 171, 172, 173, 175 and 290 hereof which has not been expunged;

¢) The offence has a negative impact on social safety, order, and security;

d) The property obtained is the primary means of livelihood of the victim and the victim's
family; the property obtained is a souvenir, memento, or religious item that has a spiritual value
to the victim.

2. This offence committed in any of the following cases shall carry a penalty of 02 - 07 years'
imprisonment:

a) The offence is committed by an organized group;

b) The offence is committed in a professional manner;
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3. Law on Cyber Information Security, 2015 3Ltun153nw1ANIUAIYDS
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¢) The property obtained is assessed at from VND 50,000,000 to under VND 200,000,000;

d) Dangerous recidivism;

dd) The offence involves abuse of the offender's position or power or committed in the
name of an agency or organization;

e) The offender employs deceitful methods to commit the offence;

g) The property obtained is assessed at from VND 2,000,000 to under VND 50,000,000 or
but the offender commits the offence in any of the cases specified in Point a through d Clause 1
of this Article.

3. This offence committed in any of the following cases shall carry a penalty of 07 - 15 years'
imprisonment:

a) The property obtained is assessed at from VND 200,000,000 to under VND 500,000,000;

b) The property obtained is assessed at from VND 50,000,000 to under VND 200,000,000
or but the offender commits the offence in any of the cases specified in Point a through d Clause
1 of this Article.

¢) The offender takes advantage of a natural disaster or epidemic to commit the offence.
4. This offence committed in any of the following cases shall carry a penalty of 12 - 20 years'
imprisonment or life imprisonment:

a) The property stolen is VND 500,000,000 or over;

b) The property obtained is assessed at from VND 200,000,000 to under VND 500,000,000
or but the offender commits the offence in any of the cases specified in Point a through d Clause
1 of this Article.

c) The offender takes advantage of a war or state of emergency to commit the offence.
5. The offender might also be liable to a fine of from VND 50,000,000 to VND 200,000,000, be
prohibited from holding certain positions or doing certain works for 01 - 05 years, or have all or
part of his/her property confiscated.

248 National Assembly of the Socialist Republic of Vietnam, Criminal Code (No. 100/2015/QH13 of
November 27, 2015)
<https://www.policinglaw.info/assets/downloads/2015_Criminal_Code_of Vietnam (English_transl

ation).pdf> accessed 10 March 2025.
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1 aw on Prevention and Combating Cyber Crime (Unofficial Translation)' (International

Telecommunication Union, 2015)  <https://dig.watch/resource/laos-law-on-prevention-and-
combating-cyber-crime-2015> accessed 10 March 2025.

9 'Data Protection Laws of the World: Laos' (DLA Piper)
<https://www.dlapiperdataprotection.com/index.html?c=LA> accessed 10 March 2025.

! 'Penal Code' (Lao PDR Official Gazette, 2017)
<https://\aoofficialgazette.gov.la’kcfinder/upload/files/10ct2020 Lao%20Penal%20Code English
%20version.pdf> accessed 10 March 2025.
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2 Telecommunications Law 2013

Article 66. Whoever is found guilty of any of the following offences shall be liable to be
punished with imprisonment for a term not exceeding 3 years or with fine or with both:

(a) disturbing, altering the specified standard or original position of, or destroying a
communication network without the permission of the owner or authorized administrator;

(b) using a virus or other means for the purpose of destroying a telecommunication
network;

(c) stealing money or any property, fraud, misappropriation or mischief using any
communication network,

(d) extortion of any person, coercion, unlawful restriction, defamation, interfering, undue

influence, or intimidation using a telecommunication network.
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22 'ASEANAPOL' (ASEANAPOL Secretariat) <http://www.aseanapol.org/>accessed 10 December
2024,
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»% *ASEAN’s Cyber Initiatives: A Select List’ (Center for Strategic and International Studies)

<http://www.csis.org/blogs/strategic-technologies-blog/aseans-cyber-initiatives-select-list>
accessed 10 December 2024.
> Helena Carrapico and André Barrinha, “European Union Cyber Diplomacy: A Coherent Actor?”

Journal of Common Market Studies 56, no. 5 (2018): 1250-1266.
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¢ United Nations Office on Drugs and Crime (UNODC), Enhancing International Cooperation in
Criminal Matters in ASEAN: Barriers and Good Practices (2024) 17-18.

»T *ASEAN’s Cyber Initiatives: A Select List’ (Center for Strategic and International Studies)
https://www.csis.org/blogs/strategic-technologies-blog/aseans-cyber-initiatives-select-list accessed

29 June 2025.
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wosTiguuuunInseviAndudounasdumsuua EmihfiduioReuisndudedinue
mamnaiianatesiu dnasdunsduaiuludeidna (digital forensics), n1snensiadoya
malwues (cyber decoding), N15asIa@8ULEUN19ASIEUHIUSEUUBLANNTOTNd (digital
financial tracking), Wagm AT IziivInsesildanmsaiadeyauundetisesulat (cyber
intelligence analysis) 51891ulay ASEAN-Japan Cybersecurity Capacity Building Centre

1 [y =

(AJCCBQ) 58y31 Auny) 817 wazwleuy i mihfgujiaanuimulawesluniasglusedu

9

s o v

andnasii iy wagvialusunsunisiineusuegradussuunsovdngnsuss0ald
i mand ldusowaluladiwa suuvasedemai® diulsemaid
arwimndiludud W Awlufuazanieds fdoundgfuarudesnsyaainsiiiun
Mawanvatanidunisfnewikarssuutneusunigluussnea wu Tudaalusies Sguateniu
fo999nlATINTT Cybersecurity Talent Development Fund Way Cybersecurity Associates

and Technologists Programmed LﬁaL'ﬁ&ﬂ%’lﬂgﬂmﬂﬂuiza:ﬁﬁuuamzEJ%EJ’WIﬁLﬁENWE]ﬁJU

2% Ibid.
% *Annual Report on Cybersecurity Training in ASEAN’ (ASEAN-Japan Cybersecurity Capacity
Building Centre) <https://ajccbc.dga.or.th> accessed 29 June 2025.
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289 «Cybersecurity Talent Development Initiatives’ (Cyber Security Agency of Singapore)

<https://www.csa.gov.sg/programmes/talent> accessed 29 June 2025.
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1 811 uaztuny Baidesidaunnndt mszelassadiugudiumaluladansaumne
wardsliifinsdadamhsnuamensiifiyaainsviesunandhifidanulumsiuiotuad
Sz lusssuonfeundiveiinalananeUssnsiisatesfunisunuusuensanssudy
VIR LU

1. n15Us8YUTTUUATONTHUINN 801 VYINTTUYIUYIA (ASEAN Ministerial
Meeting on Transnational Crime - AMMTC)

2. MyUszyudmiiionlasueuynssutmni (Senior Officials Meeting
on Transnational Crime - SOMTC)

3. ANUSINTDTENIETINUAITIAUNIYIR (ASEANAPOL)

4. i1891U ASEAN Desk 989 INTERPOL

5. qudmuIdnen s uaIuiuaslelues 911 ou-d Y u (ASEAN-Japan
Cybersecurity Capacity Building Centre - AJCCBC)

u,m'ﬂalﬂmdwﬁdaﬂmﬁé’ﬂagﬂué’ﬂwmL%ﬂui‘am&l NI0LUNITHNDUTUNINAIINIT

fudunsiBeufianisess lifivtheaussduginedvimiiidugudnarsdunssus
Ans1e9t uazulsiludoyadanseafsduufreaifumeslasiony Snvisdslifigudoya
suiaunsadenlsauuiSsalmissninesemaandn uaglifid i Auguanissedu
pilaafiamsaviinusaduludnvagdmnsuuauldedsilussansaw Wuideriud
ananglsy (EU) Fai a8y Europol Cybercrime Centre?! (EC3) A7 1y
Audnansduenssulewesluglsy Sediasrualumsusyaiuau Tinseidoyaidedn
waraduauunIsANGuN13TINYeUsEmMAaNITNN1ulATINT Joint Cybercrime Action
Taskforce (J-CAT) uagnsuimsdanisgudonaevannsaulavesiduszuuuazdeiies
Tuwaeiinalnvesondoudwinmuansamaiiegeideddy dolifmhonuiidsiuna
Wzl kaznineInsnsenlunisinnuuasUsuusunireaduneslnense dawal

nsadunistunateyssinadniduiionnis “dulanisvdn” wieaiunisdunudelasu

! gudglsUiionissesuevgynssulaues (European Cybercrime Centre - EC3) iuniisanuianiz

n19n1eldd11nausns19g 15U (Europol) M nen e wludufl 11 unsiay 2013 au n3aten Ussina
wsesuaud lnellingUszasAndniielaiuaialaanuaiunsavesmiisnutduldngvingvesannin
gl (EV) Tunmssuiieduevginssulaivedifanududounasdrunsuuay; lusag: ‘European

Cybercrime Centre (EC3)” (Europol) https://www.europol.europa.eu/about-europol/european-

cybercrime-centre-ec3 accessed 3 May 2025.



https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3
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an sy Ugyn/dseiau
anndyminig ulgungnan ASEAN Plan of Action to Combat Transnational Crime (2016-2025)
Auuleue - lldyjadangansginssulewes viieevgnssuluguwuulng

- wiuanunudslunmsulaglifinalndsduld viessuuyssidiuranisaiiuau
- aanudanuluunumremienunansfiisiunaussanuanuseninsUsemalunsdiiides
AEUNITLTIAIU
Ulguelan1gaIu ASEAN Cybersecurity Cooperation Strategy (ACCS)
- lafldnguanefiinagniu SgaandndsannsauoivieliujiRldmumuatasle
- daauedlngdadussauuuims wu nisdsasuanusiniie nsuusludeya vienis
fimunfneniw deddlineulandnsdamssegnaaamzynsgaufineaidunos
- 9NINAURAMUNALAZNITIAUTEAVENIN 981993939
anndgymnieinungmaneg 1. rmsn1siiAeadesfiumstiestutasusudsuosannssudundnsdlufineadumesluginia
oWduitanmisdumangmaneg
au%ﬁzyzywmmsdwmﬁas’?ﬁlqﬁ’uLLazﬁulumqmﬁywaaqﬁmﬂmLs'ﬁau (Treaty on Mutual Legal
Assistance in Criminal Matters - ASEAN MLAT)
~ denwardilunsrurunisveautiemis andunsusnisidudeusazldisyuy
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wisreaidumestuuoniniuoivginsaiinsgviawardmansenulnensaiedns
Tusrane sunsiouaziad mnweandedsdmansznusoyusunazdsaudnse Tasnnsnsevi
wanddrududinisddylunsueuhaisnssuinnstfuldnguuneuagnszuiunis
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5.1.1 NANTENUABUAAR
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vaenlvgBuiuindisyalddnenlifiegass anunsalinaridilindefeandayiuiiym
namsidueghaninauuiseuldannsafusildlussoznadudy venainuansenums
M3iuuds uisnealduinessdamanoaunninveandeatsguiss ANNATEAINNNTYN
wasnai Analnssienuesiinaiaritliiunalng wazanufnafertuanulasnieves
Toyadin Sruilivdedoundyiulgmmsdsla LiseuRnamedueimieinninaay
dwmansznuienunmdinluszeren Bdunidumannifumbovesnmsuluedeyadiudads
ylsidemendyanudssensgnihdeyalulilumsdiiaviegnuasnddn??

5.1.2 HANSENUABLATEFNAD

2 Fupwgnssuuisneadumes” (@rinneaynuiavf)

<https://dlparliament.go.th/handle/lirt/600738> &uAu 19 UN3IAN 2568.


https://dl.parliament.go.th/handle/lirt/600738
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Tneluszduosdng uansenuldldiAadumd olnonsasindu widsudvengluie
THummensiutargsiaensu lnslameusniignuesusistelunsnseviiaiuia gy
suIAT Uitvlnsauunen viieunanwosuleduaiiie visvuardindoauuniudunudy
audemenedodes (reputational damage) nssuilefiudedeaiou msnsraaeunielu
waznnszalddglunstosiudiluonan Madlianuidswonisgninduafeuiufing
(vicarious liability) vnldaiunsafigadlainlaldanuszdasy Famuauaislunistesiu
DIV INTTUHIUTLUUTDIAY AvIndevoimariinanemnuansalunsudsduaga
undefovesuTinlusanlanlnense®

TuseduUssina dyminoliiAndununismsaasnsdeuluszuuiasuginnessy
ogaflfuddny Tnodunumenselaun suuszanaisgdeddlunstestuazusulsy
BIYYINTTH LU MINATFUUATINEDY NFasiunanmlasugutoyaiusenitmiieny
msinousidmidhianena warnisamululassadsiiuguduloue iiAeasi ded
Tngsindusuysgnaiidendeatannindiudu 1wy msfnw a15150ae uensim
fosdiu drudununedentusuinisgydelonialunisieganisasmulaensean

fAaUsEna (FDI) puunsvanevesuisreadumesazoulmiuisodnilussuungmney

2 dnnsuns dendad, ‘@manssuduna: seanaulneuazenden’ (MsUsEEInNTsEAuIf AS

11 ﬂ’J”Illﬁ/ia’lﬂ‘Via’lﬁl'ﬂ’NUilej’miLLa%@TﬁﬂMIuUizL‘Vlﬁl‘ﬂ&l, UININYFENIARS, 2558), 236.
% ‘aulnegnumenatimisesulall 36 dueu Anmdemeifiey 50,000 A1uum’ (@neunesu

AtuaUNITATINATUAVNIN (Fdd.) LAZANLIATYIANENT PAINTUUNTINGIS)

<https://www.the101.world/tossapon-tassanapan-interview/> &ufu 9 qumﬁ’uﬁ 2567.


https://www.the101.world/tossapon-tassanapan-interview/
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filfunisAuasesyanau1nnIngs lasesdnisandssnunilaimunosduszneureaniig
funsuywdly 7 dw nidudufeauiiuamnaassauararusiunswesyana Feduldsy
wansznulaasinnsdelniuasnsuasnaiseoulatdnume s AUAINTOVDINGY
a1y Inslunisiantoyadiuynnawazalsenilsusgnegswuuite whludninusdn
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** ‘pansznuvenivneaduneideimsugialng’ (Guimsuiausemelneg, 2566)

<https://sustainability.ais.co.th/th/update/aunjai-cyber/789/gang-call-center-scam> &UAu 9
NUAUS 2567.

#%% United Nations Development Programme, Human Development Report 1994: New Dimensions
of Human Security (New York: Oxford University Press, 1994) 23-25.

27 pater Andreas and Ethan Nadelmann, Policing the Globe: Criminalization and Crime Control in

International Relations (New York: Oxford University Press, 2006) 5-6.
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5.1.4 NANIENUADAMUAUNUTIENINNUTZNA
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Fudlasyninlseneauntnagedniau
1. m3sfudazUszmaiinguanoaigluiaznalamangrunefiunnsiafuann g
ARukana1elunszuIunIsd el 1eduuay v3aveInian1uN1ITUNYIUNENFIURIN
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Leatun sl dyanual 1 msé’fmm%ﬂmj viEon1sdaduIsEinsUsTmAiiauans
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fadu wenani mnussmalagnuesitliannsamuaudeanaumidluaue ivieantginss
Tald Aenagayidsanuiidedelunmsifuiudiuanuiuasluamemvssosdingszmning
Uszinavsetinamu
3. uidamudsreadunesasnansuliiinanusuiionunisdvaiudu

wuwauluuenTal 1u MIde “auduszauausin’ serielne-3u vielAsanseusuan

28 nited Nations Office on Drugs and Crime (UNODC), Manual on Mutual Legal Assistance and
Extradition (2012).
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2% yAva nIsAuNIIa, Inge “Taardwesulal” sglneviheylslalv

(2566)<https://www.the101.world/tossapon-tassanapan-interview/> &UAl 9 Qumﬁué 2567.
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Lwes2’® (ASEAN Cybersecurity Cooperation Strategy) ﬁﬁagLLG]Lamﬁiéj%mﬁaamwuml,ﬁla
fansiuseanauinani Insunugnsmansanusuiefuaiuiunmevginsale
Wasv89 88U (ASEAN Cybersecurity Cooperation Strategy) Favidumeldnsouainy
saulevesnazuunSuszraunisidosuasa1usiunso ey (ASEAN Political-Security
Community Council: APSC Council) kagatdun1sn1eladanusuingeuues AaenIvIY
onFeudumusTunanIalsues (ASEAN Cybersecurity Working Group: ACGWG) & au
nalnseduuloviefidndstulnsufvesiivsegussuuniondous uneluladansaumauay

n15d adns (ASEAN Ministers Meeting on Telecommunications and Information

Technology — TELMIN) aneleinsauysev1ausAswgn 99749 &1 (ASEAN Economic

70 uwugnsA1ansAusudeadeuduauiuamisleiuas (ASEAN Cybersecurity Cooperation
Strategy) Ao WHUNITNODNLUUNLABANATUANUT ML DLAZ MTUTEAUNUTENINU T AR TN 1T Y
Tunsiduaianuiuaamslaasluginrendeu lneldvneaielissmasninanunsasiuieny

lunsuiletudeanaumslauesnianududouwagnainvany
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Community: AEQ) Aidig1unalunisimuauuiuleuiesedugiinasufianasloues
Tnsaniy wiudanarndunaduiileeainnisasuuly “ASEAN Digital Masterplan 2025
(ADM 2025)” FsléiFun1s¥useslag TELMIN uag APSC Coundil Tudl 2021 Tneddaalusvin
wiiivszsudomaiandnlunszuiunsdaviusugsmaniuaglesunsatuayuds
39NN1591neIRNNTIERIUsEmA TR anaminsauuALsEwINsUsEmA (ITU), 8sAnnsiiie
arusanilomaasugiauarnisiang (OECD) wazasdnsnaensuduiluedeny Tusen
dedld winnnsieseidsanmigmvesuleviedna Qwindeid 4.2.1) fwredeou
iluugnsmanssuauiundeuefudlumafiandunuindanamnuduennmuay
wvneidugussnilunsduiunudanduy Wesanbiaonadesiuveaulevie gnsmans
wazANEINITaluNITALTuINYBs A UsTIAaNTn wlasiidmunesanduluszay
deundudazysemamndnendoudinmsuleuisanuuamislouesmuusunuay
n§nensvesay dealiinanumasudmanasmstasraausoiiememnalnufiun 3
wnmsilihuuannnusfiossninasena’™ (interational Cooperation) 1134A51% %
Tnsmsasrandetiennusimiiessninaseimagsiiliiinnnsuaniudsudoyad fn e
Aentunuamnstasiusarusuusuewanssulsued n1sadianuduiusiiuiuuiiy
sgwhamhenuiiAsoduuiasUssmaazdioaiuaamssuidsigmiiiedu udsnis
Wawuasnsimaneanlunisnevaussreatm wonani Anusauileseminassnads
aunsarilinisuszannavlussiuanainduldegaduszans am lnedszmanag 9
anunsaaduayuiuludiuninens

MsysanmsusliiusEansam foasuainnsenseRuanIuE B UNUIINIBNANT
ulsureialdlugsuuuy Ufnansanssuusd (Ministerial Declaration) #3odavinidutudin

AMUY195E131955 (Memorandum of Understanding: MoU) fifivuansauA1usuile
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(clearing house) dmsunsuanil@sutansessemseswanusiudeofunisdvaiy
davaiy Tunaduanisysannisadsdaluinig Multi-layered Coordination fig 3m il
wnusanlusedugiinia (Regional Plan) 1 ealesiunaused vy (National Plan) uaz
Tundouruaudineusunionaeufianissin dudu ufrendeussiuumidusedy
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Uszineldiunan vilvgdommaunilfiewseluuisnsdififeyansiusasidunisnislou
Guliiasnsonseaouiumsuuauldviu Wesanlifivennasidenalnlunisuaniudsuteya
ogafumnanis visdl arwadnageulilanysaivesteyafigndinuussme liiteady
guassasiansaliung widtadagesrindliiasetnsonvginssuanusavenefianslalagls
M3TArNIRINNATE AITEHFUIINMTWRLILARUSUUSS Memorandum of Understanding
(MOU) w3edannasinunisuaniudsutnnsesseninsUssimaanndnliisuuuuiiiduss vy
17 ulazasoumquisUIzIiunIFnwIANEUTDsTaya (data confidentiality), A1
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platform) fufazUszimaansanfsldmeldnsmugusmiu esduszneunilsiaslisy
Mt fe msldinaluladatuayunisuanivdsudeyariiinses laun nadenasgiu
Structured Threat Information Expression®’? (STIX) wa ¥ Trusted Automated Exchange
of Indicator Information?’® (TAXI) Faduluslnasaildlunisuaniuasudeyadonnasily
syduanaliielyiininsesanunsagnsusm Tns1est uaztilldegnaiiusyavsnn
Fauvmnsifaunnanuunfniidisnnuiiuiiosswinsssina (ntemational Co
- Operation) WuuwAnluanuduiusseninaseinafivanefanisifgane 4 uieesdns
sprilsEmevhausmiufieussaimneiinausslovisamiu lidandusmiasugia
ausiuas Awndon wiedsau lnsuwiAnd dolddndunAnnuddnad douadslnl
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aenndeaiuANAeINTIess AU 9 HaunszuIunTUssaunudnleuisiiFeninid
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272 STIX (Structured Threat Information Expression) iunwiiltdmiuuanstoyainnsosuse
anmalawesluguuuuiiiulaseadhs (structured format) Tnesjaiulsideyaannsognaausim Ansies
wazthluldanusielieegadnluia

23 TAXII (Trusted Automated Exchange of Indicator Information) 1uluslamoansesnsgiudmiu
N3 Sudedaya STIX aeaUaenfgsenInamignumIasEuun o lagdnluli

21 Keohane, O. After hegemony: Cooperation and discord in the world political economy, (New

Jersey: Princeton University Press,2005), 103-104.
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sgninefty wil duiledAgyresuinied Ao nsduasumnulindadeanitusening
miueszaudn dududsiidensneglulassaiisnnusndedagiuveendou
iesnnlaifinseuiusnsdfisiuatsdulusssugiann vhlvmansussinadadaalunisuiedy
Foyaiifetestuausiung Fsaenndostunisinuilag UNODC fiszyianailailinda
wazdedinaunguuneseninUssmaduglassadidgyvetanusiuiieluedong Jusen
Bedldluvseifiuonvanssudund?™ Jsdndmsgiainuuianudaiunistiomdesening
Uszinelun1ge1en (International Mutual Assistance in Criminal Matters) finanalid1nns
TeutemdedstunarfilumadesengilsuuuvresmslimatnomaessninsUssma

Tunmsagansanuseantallu 3 szav?’ laun (1) mudiemdedsiulagiunieig

#> United Nations Office on Drugs and Crime. £Enhancing Cross-border Cooperation in Southeast

Asia to Combat Transnational Organized Crime. UNODC Regional Report, 2020.
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TugUuuulilumenis 2) m'mszhamﬁa%qﬁuuazﬁumqmzyﬂugﬂLmuﬁwmmi uaz (3)
Anuthemdedsiunarumisengyilusuuuueradumenis Tasuumamsimuinaln
ANUsTasenieUsemalussaulfuRnistunistestunasUsiulsuevnssudiueié
nsduisneaduneitusniudetorfonannsiimudiomaedsfusas funsegy
sULUUAM19AS (Semi-Formal Mutual Legal Assistance) fiflaanudaveuuagimunzauiv
Fnunrretovynssuiiasuuaniy ondomalulad uagliannsnseninusudedsodd
SEEELIAWIUNIUYTIWINIINIYale taganunsaliaseiiuSeudisulaannanamelsula
Fas a8 uan LA 13803 Europol (European Union Agency for Law Enforcement
Cooperation) @ sffunumlunsuszarudeyariinseasuevanssy AMsatuayunis
Aumudnuusana nsdndiguiuanBeudeyanuuFoaln sufinsaduayunisiineus
wazwaluladludmiisnudsduldngrnevestssmaaundn visil Europol SeléWamn
Tassasanglufiddeyeena European Cybercrime Centre (EC3) wag Europol Intelligence
Centre (EIC) Faviwihidugudnandlunsdniiu Sins1ed wazimounsdoyatinsesiu
o nssulauesimnnd TuseduUfiRnag Europol il unanvlesunisdeasiivasnds

WuAA® SIENA: Secure Information Exchange Network Application®’” g avhlnyaeey

3. Anuewdedeiuuaziunisengilugluuuegiadunienis aunsaudsentaidu 2 JUuuy
Town
1) Anudsmdediiunazdunnegilaglifiifennasmeiudmsunanananoulnuniondn

doafidesufuR (Reciprocity) nsiisgnilswansulunistdulvinudiiowevessgdunelsdeulydimn
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sgulaseselisgdutudndunisuieniund sgiuazsenujifinugudeaiy Jadudeyndn
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ngvisng (Legal obligation) ndnf1anauULnUMsevdntoe iU UANNISgvivaatsinelingg gniumy
ngvInesErineUsEmAINdndnlunTan (Comity) Fsigagliifitenntanienguunonndudisdu

2) Anutisdedetunas funsenglaefidennasoiu 1wy auda1anUsEvIAinng
nseeduasAnseTINTsIduTIATIdadtludnunzosAng a.A. 2000 Aasfiedestulsuusuuay
adlvnsiuywdlasamzdnduaziin
" In an organization like Europol, which facilitates and relies on the exchange of information, the
secure and swift transmission of sensitive and restricted data is essential. The Secure Information
Exchange Network Application (SIENA) is a state-of-the-art platform that meets the communication
needs of EU law enforcement. The platform enables the swift and user-friendly exchange of
operational and strategic crime-related information among:

1.Europol’s liaison officers, analysts and experts

2.Member States
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3.Third Parties with which Europol has cooperation agreements / working arrangements.
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19 LAsughe deau uaznisides duribinisdanisiulymdenandndudeaysanis
wnAaly 3 ¢y Uszneuse Sgmand Tamans waze1vg1inen ielianunsneSuenis
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Usimaioglld shauswiiliifausslovigegn ielvianunsasosudgmensginssu
uwdldegnlugusssuuasiinussavanagaan ag1alsiniu n1seonkuukINIINIgasne
AnuAszuing 7 iuszans ammdesendoainudilalunginssuvennd suaznalnues
01 NTI FamguiiiaTnsUsysiTu (Routine Activity Theory) sifintuidied 3 asduszneu
wdnunamiu Toua (1) dnszviriiadile$uussgsla (Motivated Offender) (2) 1 msned
Wanzau (Suitable Target) kay (3) mwm@ﬂaqﬁuﬁ'ﬁﬂwﬁwﬁmw (Lack of Capable
Guardianship)?’® §omnarunsaanloniai Uasessauazunussauiuld fazaaean
owanssuashd Tnglunsdlvesufereadumes wdaiannsatuldinszduuamelu
msadennunsenindliussmuiioanlemanniduimbe anmnsnosuneld dil

1. anlomaiidmugazimnzaudmive1vgIng AnyuLedvemguiAaing
Uszd1iu mdevosufeneadunasindunguiidanudssgs daseny audliduineiu
welulad iodidanusesulumsmigsnssminisiu fadunquiievgrnsidenidy
Hrmnemsgmnandloniannvaunsisldde du nmsaseanunsmdndSaduuwums
dfglunisananumuizasvesdinne lngaiunsadndunisialunaiesuiuy wu 113
sausadrudea sy laeldlnsim! vy lodeaiife waztholavan Weldeulssnvu
Aoatuisnnsvesufneaifunes saufawuimedesdu nsussandngnsninugaiy
owgnssulmueslusyuunisine dWelfenvudlafsevinssuniseeulads i
q wazanunsaliuuzihundgeeguieyanaluaseuairfiorannidumdeld uazn1sdn
ousiliidugeenguaznamuszunslaglimitsauiid vades 1wy suiasuazuion
Insauunen dafanssaliimnuiiftussanuiseeaidunesiiietisananuidsslunisgn
VRONAN

2. Madsuudammginssuveslssnvuiiieananudss uiinsadieaiy
nszviingasyafuiivdoiduvdn wifaunsodnaseussyslavesinsyiialdde manns

nasnalanatsal lonranudirvaldunasaziiulagautasatniuluaie Tagnuinied

8 Cohen, L. E., & Felson, M. (1979). Social Change and Crime Rate Trends: A Routine Activity
Approach. American Sociological Review, 44(4), 588-608.
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% Felson, M., Crime and Everyday Life (Thousand Oaks, CA: Sage, 2002) 45-46.
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?% \lienna Convention on the Law of Treaties

Article 26 [Pacta sunt servanda] Every treaty in force is binding upon the parties to it and
must be performed by them in good faith.
?81 \lienna Convention on the Law of Treaties

Article 6 “Every State possesses capacity to conclude treaties”

Article 11: “The consent of a State to be bound by a treaty may beexpressed by signature,
exchange of instruments constituting a treaty, ratification, acceptance, approval or accession, or by

any other means if so agreed”.
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2014/42/EU of the European Parliament and of the Council of 3 April 2014 on the freezing and
confiscation of instrumentalities and proceeds of crime in the European Union’ (European Union)
https://eur-lex.europa.eu/eli/dir/2014/42/0j/eng accessed 19 March 2025.

23 United Nations Office on Drugs and Crime (UNODC), Manual on Mutual Legal Assistance and
Extradition (2012).
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8% Article 1: The European Investigation Order and obligation to execute it

1. A European Investigation Order (EIO) is a judicial decision issued or validated by a judicial
authority of a Member State (“the issuing State”) to have one or several specific investigative
measure(s) carried out in another Member State (“the executing State”) with a view to gathering
evidence within the framework of criminal proceedings, including proceedings brought by
administrative authorities in respect of acts which are punishable under the national law of the
issuing State by virtue of being infringements of the rules of law and where the decision may give
rise to proceedings before a court having jurisdiction in particular in criminal matters.

2. Member States shall execute an EIO on the basis of the principle of mutual recognition
and in accordance with this Directive.

3. The execution of an EIO may be refused only on the grounds specified in this Directive.
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% Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016

(General Data Protection Regulation — GDPR).
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28 United Nations Convention against Transnational Organized Crime 2000 (UNTOC)
Article 16 - Extradition

1. This article shall apply to the offences covered by this Convention or the Protocols
thereto where the person who is the subject of the request for extradition is located in the territory
of the requested State Party, provided that the offence for which extradition is sought is punishable
under the domestic law of both the requesting State Party and the requested State Party.

2. If the request for extradition includes several separate offences, at least one of which
is extraditable under this article and some of which are not extraditable by reason of their period
of imprisonment but are related to the extraditable offence, the requested State Party may apply
this article also in respect of those offences.

3. Each of the offences to which this article applies shall be deemed to be included as an
extraditable offence in any extradition treaty existing between States Parties. States Parties
undertake to include such offences as extraditable offences in every extradition treaty to be
concluded between them.

4. If a State Party that makes extradition conditional on the existence of a treaty receives
a request for extradition from another State Party with which it has no extradition treaty, it may
consider this Convention the legal basis for extradition in respect of any offence to which this
article applies.

5. States Parties that make extradition conditional on the existence of a treaty shall:

(a) At the time of deposit of their instrument of ratification, acceptance or approval of or
accession to this Convention, inform the Secretary-General of the United Nations whether they will
take this Convention as the legal basis for cooperation on extradition with other States Parties to
this Convention; and

(b) If they do not take this Convention as the legal basis for cooperation on extradition,
seek, where appropriate, to conclude treaties on extradition with other States Parties to this
Convention in order to implement this article.

6. States Parties which do not make extradition conditional on the existence of a treaty

shall recognize offences to which this article applies as extraditable offences between themselves.
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7.Extradition shall be subject to the conditions provided for by the domestic law of the
requested State Party or by applicable extradition treaties, including, inter alia, conditions in relation
to the minimum penalty requirement for extradition and the grounds upon which the requested
State Party may refuse extradition.

8. States Parties shall, subject to their domestic law, endeavour to expedite extradition
procedures and to simplify evidentiary requirements relating thereto in respect of any offence to
which this article applies.

9. Subject to the provisions of its domestic law and its extradition treaties, the requested
State Party may, upon being satisfied that the circumstances so warrant and are urgent and at the
request of the requesting State Party, take a person whose extradition is sought and who is present
in its territory into custody or take other appropriate measures to ensure his or her presence at

extradition proceedings.
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81 “Telecommunications and Other Legislation Amendment (Assistance and Access) Act 2018 (Cth)’
(Government of Australia) <https://www.legislation.gov.au/Details/C2018A00148> accessed 30 June
2025.
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8 ‘proceeds of Crime Act 2002 (UK), Part 5 - Civil recovery’ (UK Government)
<https://www.legislation.gov.uk/ukpga/2002/29/contents> accessed 30 June 2025.
8 ‘Proceeds of Crime Act 2002 (UK), Part 5 - Civil recovery’ (UK Government)

<https://www.legislation.gov.uk/ukpga/2002/29/contents> accessed 30 June 2025.
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