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ABSTRACT

This thesis aims to examine-the-emercing form of transnational crime
represented by call center gangs, which-have-rapidly spread across Southeast Asia. This
phenomenon is a consequence .of-technotosical and communication advancements
in the digital age. Call center gangs-exploit-ontine.platforms to deceive victims across
borders, resulting in financial _losses—and«threats to the security of individuals in
multiple countries—partictlarly among vulnerablg” eroups such as the elderly and
those lacking digital/ literacy. They'complexity of sthis issue is compounded by its
connections to human-trafficking, forced labor, anduillecal border crossings, making it
difficult for law /enfercement agencies indmany countries~to ‘address the problem
effectively. The study finds that althoush ASEAN member=states have taken steps
toward cooperatich-——such as implementing the ASEAN Cybersecurity Cooperation
Strategy and signing various declarations—there remains a lack of a specific multilateral
convention that clearlyioutlings joint legal meastres tosprevent /and suppress call
center scams. Furthermore, 'disparities-in-economic’ development and legal systems
among member \countries pese “significant .challenges to the implementation of
regional measures. Accordingly, this thesis<proposes that the’Association of Southeast
Asian Nations (ASEAN)-develop a multilateraliconvention-focused on the prevention
and suppression of transnational-crimes committed by call center gangs. This
convention should establish shared legal standards, including provisions for cross-
border investigations, victim protection, the tracing and confiscation of crime-related
assets, and effective incorporation of these measures into each member state’s

domestic legal system. In addition, the thesis recommends the establishment of a



neutral and widely accepted regional central agency to act as a coordination
mechanism, intelligence repository, and body for monitoring transnational
prosecutions. Such an initiative would significantly strengthen ASEAN’s capacity to

address call center scams in a sustainable and concrete manner over the long term.
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